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Abstract

Keyword: IoT Security, Information Security, Anomaly Detection, Multilayer Perceptron, Se-

mantic Vector

As network environments become increasingly complex and dynamic, traditional intrusion
detection methods struggle to keep pace with evolving threats and high-volume traffic. This pa-
per proposes an efficient anomaly detection framework that leverages hash-based token embed-
ding and a lightweight multi-layer perceptron (MLP) for the semantic representation of network
flows. By transforming feature values into semantic tokens and utilizing a hashing trick for em-
bedding lookup, our approach enables scalable and robust processing without maintaining an
explicit vocabulary. The resulting embedding vectors are flattened and processed by the MLP
to produce semantic vectors, which are clustered using a 'center loss strategy for unsupervised
anomaly detection. Experimental results on the public CICIoT2024 benchmark dataset, com-
prising 238,687 samples and 10 network traffic features, demonstrate that our method achieves
competitive accuracy with significantly improved computational efficiency compared to tradi-
tional attention-based models. Specifically, the model attains an F1-score of 0.88 and an Area
Under Curve (AUC) of 0.98, with inference times of 0.8 milliseconds per sample, outperforming
baseline methods such as Isolation Forest, One-Class SVM, and AutoEncoder in both detection
accuracy and resource consumption. This lightweight and interpretable framework is well-suited

for deployment in resource-constrained IoT environments.
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Chapter 1 Introduction

Driven by the rapid advancement of digital transformation and smart infrastructure, the
Internet of Things (IoT) [L] has emerged as a cornerstone of next-generation information tech-
nology. Through the integration of sensors, embedded devices, communication modules, and
platform software, [oT enables physical objects to communicate in real time and generate mas-
sive volumes of data. These data streams support a broad range of applications, such as smart
manufacturing, intelligent transportation, remote healthcare, and smart homes, yielding substan-
tial economic and societal value.

However, as the number of connected devices increases and deployment scenarios become
more complex, [oT systems face unprecedented cybersecurity challenges. Many loT devices are
resource-constrained, infrequently updated, and difficult for users to manage [2]. With limited
encryption and a lack of monitoring mechanisms, these devices become prime targets for cyber
intrusions and attacks. As a result, intrusion detection systems (IDS) designed for [oT must not
only be accurate, but also lightweight, efficient, and scalable. Effectively identifying abnormal
behaviors and hidden threats in IoT network traffic has therefore become a pressing research
priority.

Furthermore, existing intrusion detection technologies often struggle to adapt to evolving
threats. While deep learning approaches such as Word2Vec [3] and Transformer-based mod-
els [4] have demonstrated semantic learning capabilities, they also introduce critical drawbacks:
large vocabulary requirements, high computational complexity, and limited flexibility in dy-
namic or resource-constrained environments. These limitations make them unsuitable for direct
deployment on edge-based or embedded IoT systems.

To effectively capture the latent structure and semantic information within the data, em-
bedding techniques have recently been introduced into anomaly detection. By mapping discrete
raw features into continuous vector spaces, embedding methods compress high-dimensional
data into low-dimensional semantic vectors, thereby enhancing the model’s ability to learn and
recognize complex patterns.

In IoT anomaly detection, semantic embeddings can represent underlying relationships



among device behaviorss, we propose Structured Semantics and Generation Embedded Net-
work Intrusion Detection System (S2GE-NIDS) a lightweight, interpretable anomaly detection
framework designed for IoT environments. S2GE-NIDS combines hash-based token embed-
ding with a multi-layer perceptron (MLP) [§] model and introduces a linked-list mechanism to
mitigate hash collisions inherent to non-cryptographic hash functions such as MurmurHash3 [6].
This design enables efficient feature encoding while avoiding the need to maintain a large vo-
cabulary.

In our approach, network packets are first transformed into semantic tokens and encoded
using hash-based indexing. The resulting embedding vectors are concatenated into a single,
fixed-length semantic vector, which is processed by an MLP and projected near a learned se-
mantic center. Any significant deviation from this center measured by Mahalanobis distance [7]
is classified as a potential anomaly.

The proposed S2GE-NIDS framework offers several advantages over conventional intru-
sion detection systems. First, it uses a hash-based embedding approach; The propose of the hash
table in our method is efficiently searching data and storage and the combination of double hash-
ing and linked list serial nodes can compress and pre-allocate to save index space and reduce
dynamic memory configuration costs. In addition, a fixed-size index after modulo operation
is used to ensure that the size of the embedded table is controllable, taking into account both
storage space and hashing uniformity. This strategy has better space complexity than directly
hashing the entire key-value pair.

Second, the model provides a mathematically interpretable anomaly scoring mechanism by
integrating Mahalanobis distance, which quantifies how far a sample deviates from the learned
distribution of normal behavior. This not only improves detection accuracy but also enables
explainable results.

Third, the system is lightweight and highly efficient, relying on simple MLP-based [8]
encoding instead of complex deep architectures, making it well-suited for deployment in real-
time or resource-constrained environments such as edge devices in IoT networks. Therefore,
this double hashing architecture not only effectively optimizes the hash function combination,

makes the hash more uniform, and reduces the chain length. It also improves the stability and



efficiency of hash embedding, laying a good foundation for the subsequent anomaly detection
model based on semantic vectors.

The structure of this paper is organized as follows. Chapter 2 provides the background
knowledge related to S2GE-NIDS. Chapter 3 presents the architecture and methodology of the
proposed framework, detailing the design and each module. Chapter 4 describes the implemen-
tation setup and steps, Chapter 5 provides the experimental results. Finally, Chapter 6 concludes

and outlines for future research.



Chapter 2 Related Work

This section will introduce the relevant basic knowledge, including existing loT network
intrusion detection methods, tokenization, hash embedding, multi-layer perceptron, semantic

vectors, and Mahalanobis distance.

2.1 Network Intrusion Detection System in IoT

In recent years, the rapid expansion of Internet of Things (IoT) devices has driven increased
research attention towards designing effective network intrusion detection systems (NIDS) that
address the unique challenges of IoT environments. These challenges include managing large
volumes of heterogeneous traffic, coping with resource-constrained devices, and adapting to
evolving attack patterns.

Traditional machine learning algorithms such as Support Vector Machines (SVM), k-Nearest
Neighbors (kNN), Decision Trees, and Random Forests [9] have been widely adopted in early
intrusion detection systems (IDS) due to their simplicity, interpretability, and relatively low
computational requirements. These methods generally rely on handcrafted features and assume
static data distributions, which limits their adaptability to evolving attack patterns. Moreover,
the performance of such models heavily depends on feature selection quality and preprocessing
strategies, making them less flexible in dynamic [oT environments.

Several approaches have been proposed to tackle these issues. For instance, Kharoubi
et al. [10] developed a convolutional neural network (CNN)-based detection system tailored
for IoT security. By leveraging CNN layers to extract spatial features from network traffic,
their model achieved strong classification performance on benchmark datasets such as Canadian
Institute for Cybersecurity Internet of Things (CICIoT2023) [L1] and Canadian Institute for
Cybersecurity Internet of Medical Things (CICIoMT2024) [12]. While demonstrating excellent
precision and recall in both binary and multi-class scenarios, this approach has limitations in
capturing temporal dependencies within packet sequences and requires large amounts of labeled

data due to its supervised learning nature.



Complementing deep learning methods, Ashraf et al. [[13] proposed a real-time IoT Net-
work Intrusion Detection System (INIDS) based on traditional machine learning classifiers,
evaluated on the BoT-IoT dataset. Their comparative study of seven algorithms—including
Random Forest, Artificial Neural Networks (ANN), and Support Vector Machines (SVM)—
showed that Random Forest and ANN achieved superior accuracy and robustness. However,
these models heavily rely on manual feature engineering and face challenges in adapting to
novel threats, a crucial factor in the rapidly evolving [oT landscape.

Recognizing the importance of feature design, Lee and Stolfo [[14] emphasized feature
extraction techniques to build accurate and efficient intrusion detection models. Their work
demonstrated that appropriate feature selection is vital, particularly when handling large datasets
or emerging attack types.

Together, these studies highlight the complementary strengths and limitations of various
NIDS approaches in IoT, motivating the development of methods that balance automatic feature
learning, temporal modeling, and adaptability to new threats.

Table 2.1 [[15] provides a consolidated overview of eight widely adopted features com-

monly utilized in anomaly detection across both academic research and industrial applications.

2.2 Tokenization Technique in IoT Application

Tokenization is the process of converting raw packet data or traffic feature fields into se-
mantically meaningful token sequences, thereby enabling anomaly detection models to perform
contextual understanding and analysis. This technique facilitates the modeling of complex pat-
terns in network traffic by translating low-level features into high-level representations.

Several representative studies have explored tokenization and related embedding tech-
niques for improving loT anomaly detection. For example, Naeem and Alalfi [[16] proposed
vectorized deep learning algorithms, Token2Vec and Flow2Vec, demonstrating significant im-
provements in prediction accuracy. Similarly, Li et al. [[17] applied Word2Vec for TF-IDF vec-
torization on HTTP traffic, combining it with Boosting algorithms to enhance detection accu-

racy, reduce false alarms, and maintain low computational cost.



Table 2.1 Common Anomalous Features in IoT Network Traffic

Feature Description

Destination Port The port number in a network packet received by the desti-
nation host, used to identify the communication entry point
of an application or service.

Protocol Type Used to indicate the type of communication protocol used
by the packet, such as TCP, UDP, ICMP, etc.

Duration / flow_duration | The length of time a network connection session lasts, the
number of seconds from the start to the end of the connec-
tion.

Packet Length The size of a packet is usually measured in bytes and refers
to the amount of data in a single packet.

Source IP / Destination IP | The source and destination IP addresses of a packet indi-
cate the network locations of the sender and receiver, re-

spectively.

Flow Bytes per Second The total data flow through the network connection per unit
time, measured in bytes per second (Bytes/s).

TCP Flags The control bit flag in the TCP packet indicates the status of

the packet or the control message, such as SYN for connec-
tion request and FIN for connection termination.

Number of Connections The number of network connections established by a single
source [P within a specified period of time, used to measure
connection activity.

Advancing this line of work, Gao et al. [[18] introduced a CNN-BiLSTM intrusion detec-
tion method that integrates tokenization with an attention mechanism to automatically extract
sequence features from traffic data, thereby reducing the need for manual feature engineering.
Their experiments on vehicle network datasets achieved near-perfect detection accuracy, out-
performing existing methods.

Collectively, these studies confirm the effectiveness of tokenization strategies in IoT anomaly
detection. By transforming heterogeneous traffic attributes into unified embedding vectors,
these methods empower models to learn behavioral patterns across packet and application lay-
ers, which is crucial for building scalable and accurate intrusion detection systems suited for
diverse and dynamic loT environments.

Table 2.2 shows the comparison of some features in anomaly detection using Tokenization.
For example, Protocol = TCP only retains the field name and value, and directly discards other

symbols and spaces.



Table 2.2 Examples of Field-Value Tokenization in IoT Network Traffic Data

Feature Field Tokenized Representation
Protocol = TCP Protocol: TCP
Destination Port = 80 DstPort:&80

Flow Duration = 0.32817 | FlowDuration:0.32817
Source IP =192.168.0.1 SrcIP:192.168.0.1

Payload Bytes = 56 PayloadBytes:56
Packet Count = 10 PacketCount:10
Flag = ACK Flag:ACK

Destination IP = 10.0.0.5 | DstIP:10.0.0.5

2.3 Hash Embedding in Anomaly Detection

In [[19], Argerich et al. introduced the use of feature hashing through the Hash2Vec tech-
nique. By employing two hash functions—one mapping context words to fixed-dimension word
vectors and the other assigning sign values—they overlay weighted co-occurrence frequencies
directly onto these vectors without requiring any training process, significantly reducing mem-
ory usage. Their results show performance comparable to mainstream embedding methods like
GloVe.

Building upon embedding techniques, Luo et al. [20] proposed a method that integrates a
Transformer encoder with masking and an LSTM to capture temporal dependencies, training
exclusively on normal data. This approach enhances feature extraction and sequential modeling
to detect covert anomalies more effectively. Experimental results indicate improvements of 2.3

In [[19], Argerich et al. a feature hashing method to quickly build word vectors without
training. The source and destination IP and port addresses are mapped into low-dimensional
vectors, and their pairwise cosine distances are computed. This approach significantly mitigates
the sparsity and high dimensionality issues inherent in the original high-dimensional categorical
features.

In [21]], Huang proposed NIDS-GPT Multi-dimensional embedding representation, im-
proves the understanding of the internal structure of the packet, including word embedding,
number position embedding and column position embedding, to improve the understanding of

the internal structure of the packet. The training goal is to predict the next word in the sequence,



and the last word is the label of the packet to complete the classification task.
Collectively, these studies affirm that hash embedding techniques provide scalable and effi-
cient representations for sparse or categorical IoT traffic features, facilitating rapid and accurate

anomaly detection under constrained memory and computational resources.

2.4 Multi-Layer Perceptron in Anomaly Detection

Multi-Layer Perceptrons (MLPs) [22] have been widely adopted in anomaly detection due
to their strong capability to model nonlinear relationships between input features and latent
patterns. Unlike traditional statistical models that depend on preset thresholds or assumptions
about data distributions, MLPs learn complex, high-dimensional feature representations directly
from data.

In recent years, MLP-based approaches have been applied across diverse domains such
as network security [23], industrial control systems [24], and IoT environments [25]. These
models typically consist of multiple fully connected layers activated by nonlinear functions like
ReLU or sigmoid, enabling the hierarchical learning of semantic features. The resulting outputs
are leveraged to differentiate normal from abnormal behavior through reconstruction errors,
classification scores, or learned distance measures.

For example, Elghamrawy et al. [26] implemented a deep learning-based intrusion de-
tection system using an MLP configured for multi-class classification with cross-entropy loss,
achieving significant improvements in both efficiency and accuracy.

Similarly, Esmaeili et al. [27] proposed an autoencoder-based prediction model combined
with kernel density estimation to autonomously detect anomalies, demonstrating robust detec-
tion performance given sufficient normal training data.

Further, Shone et al. [28] introduced a hybrid deep learning method combining stacked
autoencoders with an MLP classifier, evaluated on the NSL-KDD dataset, attaining an accuracy
of 85.42

Moreover, Ahmad et al. [29] proposed an anomaly detection approach leveraging mutual

information within deep neural networks. Their comparative study among different deep learn-



ing architectures showed accuracy improvements of 0.57-2.6
Collectively, these studies underscore MLPs as a strong foundational model for IoT anomaly
detection pipelines, especially when integrated with effective feature engineering and regular-

ization strategies.

2.5 Semantic Vector in IoT Anomaly Detection

Semantic vector representations, originally developed in natural language processing (NLP)
[30], have been increasingly adopted in anomaly detection tasks due to their capacity to encode
complex contextual relationships into fixed-length embeddings. Mikolov et al. [31]] proposed
the Skip-gram model, which improves training efficiency and vector quality by subsampling
high-frequency words and employing negative sampling. To address limitations related to word
order sensitivity and the inability to represent idiomatic phrases, an effective phrase recognition
method was introduced, enabling the model to learn accurate phrase-level embeddings.

Building on these advances, Wang et al. [32] proposed LogEvent2vec, an offline feature
extraction framework that applies Word2Vec to capture correlations between log events, di-
rectly converting logs into vector representations. They trained supervised classifiers, including
random forest, naive Bayes, and neural networks, for anomaly detection. Experimental results
indicate that LogEvent2vec reduces computation time by approximately thirty-fold compared
to traditional Word2Vec, while achieving improved accuracy. In particular, the combination of
barycentric features with random forests yielded the highest F1-score, whereas tf-idf features
combined with naive Bayes attained the lowest computational cost.

These semantic embeddings capture latent associations between fields and behaviors, en-
abling downstream models to detect subtle deviations from normal patterns. For example, Pan
et al. [33] introduced FlowBERT, a Transformer-based model for encrypted traffic classification
that extracts semantic features from both payload content and packet length sequences. Their
balanced data sampling strategy during pre-training improved model robustness and classifica-
tion performance beyond existing methods.

More recently, Hariharan et al. [34] developed the Subword Encoder Neural Network



(SEN), which employs an attention-based encoder to learn semantic embeddings at the sub-
word level. The model effectively captures novel log messages and integrates a novel Naive
Bayesian Feature Selector (NBFS) for interpretable feature distillation. Their approach signifi-

cantly outperforms state-of-the-art methods.

2.6 Mahanobis Distance in IoT Anomaly Detection

Mahalanobis distance [[7] was first proposed by Indian statistician Prasanta Chandra Maha-
lanobis. It proposed a method to measure the “’distance” between points and multidimensional
statistical distributions, thus breaking through the limitation of Euclidean distance that cannot
adjust scale and correlation. Experiments show that when Mahalanobis distance exceeds the nor-
mal threshold, abnormal behaviors such as failures or unexpected operations can be detected.

The proposed of following classic formula as below.

du() =/ (x— T2 (x = p) 2.1)

The equation d,,(x) denotes the Mahalanobis distance, where x is the observation vector,
p is the mean vector, and 3 is the covariance matrix of the distribution.

In [35], Alsalman proposed FusionNet, a hybrid model that leverages the strengths of multi-
ple machine learning algorithms, including random forests, k-nearest neighbors, support vector
machines, and multi-layer perceptrons, to enhance anomaly detection performance. Fusion-
Net’s architecture achieves high accuracy and precision, consistently outperforming individual
models in terms of accuracy, precision, recall, and F1 score across multiple datasets.

Similarly, Ngo et al. [36] introduced an anomaly detection method based on Mahalanobis
distance. Devices triggered simultaneously are grouped by key actuators, and the distances be-
tween configuration states are computed using a k-nearest neighbors model. A control algorithm
is applied to estimate the proportion of device failures, effectively reducing the false alarm rate.
Experimental results demonstrate that this approach maintains a high detection rate with low
false alarms and fast response times.

More recently, Pillai [37] proposed two anomaly detection techniques employing Maha-

10



lanobis distance and Autoencoder models. Their experiments reveal that Autoencoders pro-
vide superior generalization and accuracy across varying operating conditions, whereas the
Mahalanobis-based method offers computational efficiency and high interpretability. This work

highlights the promise of TinyML technologies for real-time anomaly detection applications.
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Chapter 3 Methodology

In this section, we will introduce the Structured Semantics and Generation Embedded Net-
work Intrusion Detection System (S2GE-NIDS) architecture and detail its operational work-
flow, clearly delineating each step from preprocess module through embedding module and

Mahalanobis distance anomaly processes.

3.1 Architecture

The architecture of S2GE-NIDS is presented as Figure B.1. The further description will

begin in the section 3.1.1.

Preprocess Module
Classify and Clean Packet Sen'mnllc Tokenization ID
Data Extraction
Embedding Module
Hash Flatten to One
Embedding Class Vector MLLfo Vevtor
Mahalanobis Module
Vector—to—('jenter Calculate the Loss Determi.ns the Anomaly
Comparison core

Figure 3.1 Architecture of S2GE-NIDS
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3.1.1 Preprocess Module

In the preprocessing phase, as shown in Figure B.3, we will perform the following steps:
data file classification and cleaning, packet semantic extraction, and tokenization. These steps
are designed to transform raw network traffic into structured representations suitable for seman-

tic embedding and anomaly detection.

Preprocess Module

Classify and Clean Packet Semantic

Data Y iraction Tokenization 1D

Figure 3.2 Architecture of Preprocess Module

3.1.1.1 Classify and Clean Data

In S2GE, the dataset is partitioned into three distinct subsets to facilitate effective model
training and evaluation: 70% of the data is allocated for training, 15% for validation, and the

remaining 15% for testing.

# —— Step 1: Data segmentation and label generation —-
def split_and_save_labels(input_csv= -
df = pd.read_csv(input_csv)
label_col = df.columns[-1]
labels = df[label_col].apply(lambda x: © if pd.isna(x) or str(x).strip() == else 1)

train_val_df, test_df, train_val_labels, test_labels = train_test_split(
df, labels, test_size= , random_state=/2, stratify=labels)
val_ratio =
train_df, val_df, train_labels, val_labels = train_test_split(
train_val_df, train_val_labels, test_size=val_ratio, random_state=!|2, stratify=train_val_labels)

train_labels.to_csv( , index=False, header=[label_col])
val_labels.to_csv( , index=False, header=[label_col])
test_labels.to_csv( , index=False, header=[label_col])

train_df.to_csv( , index=False)
val_df.to_csv( , index=False)
test_df.to_csv( , index=False)
print( )

Figure 3.3 Data split process

The first step in the preprocessing pipeline involves selecting and filtering data files to
ensure their suitability for subsequent analysis. In this study, network traffic is collected and
stored in the Comma-Separated Values (CSV) format, a widely adopted and flexible tabular

data structure. CSV files are particularly well-suited for structured data representation due to

13



their ease of parsing, compact storage, and seamless integration with mainstream data analysis
libraries such as pandas, and NumPy in Python.

After selecting the data format, the raw data are merged into a unified DataFrame and
subjected to a series of cleaning procedures. First, all column names are normalized by remov-
ing extraneous whitespace and standardizing naming conventions where necessary to ensure
consistency across feature dimensions. Next, rows containing missing or undefined entries are
removed to prevent bias in downstream training. Finally, columns consisting solely of zeros are
discarded.

During this stage, the resulting dataset serves as the foundation for the subsequent tok-

enization and embedding stages.

3.1.1.2 Packet Semantic Extraction

Packet semantic extraction refers to the process of identifying and transforming raw packet-
level attributes into semantically meaningful representations that facilitate accurate anomaly
detection. As summarized in Table 2.1, a set of representative features such as Destination
Port, Protocol Type, Flow Duration, Packet Length, Flow Bytes per Second, TCP Flag Counts,
and Connection Count have been consistently validated in prior studies as effective indicators

of anomalous or malicious traffic behavior.

3.1.1.3 Tokenization ID

Following the feature extraction phase, the structured network traffic attributes undergo a
tokenization process, where in categorical feature fields are transformed into discrete, semanti-
cally interpretable string tokens. These tokens form the foundation for subsequent vector em-
bedding. The dataset comprises multiple structured records, each containing various categorical
attributes such as Destination Port, Protocol Type, and Source IP Address that cap-
ture the behavioral characteristics of individual traffic flows. By converting these symbolic
fields into tokenized string representations, the module preserves both the identity and con-
textual meaning of traffic patterns, thereby enabling more effective semantic encoding in later

stages.
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Table shows the tokenization method employed, where each feature is transformed
by concatenating its field name and corresponding value with a colon separator to form a to-
ken. For example, the field name “DestinationPort” combined with the value ”80” becomes
the token ”DestinationPort:80; similarly, "FlowDuration” with ”0.32817” becomes "FlowDu-

ration:0.32817”, and “ProtocolType” with ”"TCP” becomes “Protocol Type: TCP”.

Table 3.1 Example of Tokenization Process

Field Name Field Value | Token

Destination Port | 80 DestinationPort:80
Flow Duration | 0.32817 FlowDuration:0.32817
Protocol Type TCP Protocol Type: TCP

3.1.2 Embedding Module

To convert network packet features into vector representations that can be processed by
the module, this architecture employs an efficient embedding module. Figure B.4 shows the
entire process includes hash embedding, flatten to a one-class vector, and using a multi-layer

perceptron (MLP) to vector.

Embedding Module

Hash Flatten to One

Embedding Class Vector MLP to Vector

Figure 3.4 Architecture of Preprocess Module

3.1.2.1 Hash Embedding

Hash embedding [38] is a lightweight vectorization technique that utilizes non-cryptographic
hashing to encode tokenized field-value pairs into fixed-size, trainable embeddings. In this
study, we adopt the MurmurHash3 algorithm, an efficient and widely used hash function, to

map each token to a specific position in the embedding table. Its advantages include fast com-
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putation, uniform distribution, and language-independent implementation, making it well-suited
for scalable anomaly detection in IoT environments.

In this study, the embedding table is theoretically designed as a fixed-size matrix of dimen-
sion 223 x 223, where each cell contains an 8-dimensional embedding vector representing tokens
hashed via the MurmurHash3 function and mapped through modulo operation. This fixed-size
matrix structure facilitates uniform feature distribution and ensures a consistent input dimension
for downstream machine learning models.

In the design of the hash embedding table, the choice of the table size plays a critical role
in the efficiency and effectiveness of the hashing process. We select the table size as a prime
number, specifically 223, resulting in an embedding table of size 223 x 223 = 49, 729.

2 using

According to Theorem 11.9 [39], when storing n keys in a hash table of size m = n
a hash function h randomly selected from a universal class of hash functions, the probability of
any collisions is less than % Moreover, it-is well established in the literature that choosing a
prime number as the hash table size reduces the likelihood of collisions and promotes a uniform
distribution of hash values across the table.

Considering the practical memory constraints typical in Internet of Things (IoT) devices
many of which feature memory capacities around 256 KB or multiples thereof the selection
of a prime number close to 256, such as 223, represents a strategic balance between mem-

ory efficiency and hashing performance. This design choice facilitates efficient deployment in

resource-constrained [oT environments without incurring excessive memory overhead.

def get_embedding(self, field, value):
i = self.hash_token(field)
j = self.hash_token(value)
node = self.buckets[i][j]
while node:
if node.field == field and node.value == value:
return node.vector
node = node . next

new_vector = np.random.uniform(- . , size=self.embed_dim).astype(np.float32)
new_node = LinkedListNode(field, value, new_vector)

new_node.next = self.buckets[i][j]

self.buckets[i][j] = new_node

return new_vector

Figure 3.5 Initial the Embedding Table

However, due to the inevitability of hash collisions where multiple distinct tokens map
to the same index using a static three-dimensional matrix can lead to vector overwriting and

information loss. To address this, the embedding table is implemented in practice as a dynamic
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(nids_env)

Token: Destination_Port

- MurmurHash3 Raw: 1172070958
- Modulo 223: 129

Token: 80
- MurmurHash3 Raw: 3167949985
> Modulo 223: 166

Token: Flow_Duration
<> MurmurHash3 Raw: 2151518914
- Modulo 223: 196

Token: 0.32817
- MurmurHash3 Raw: 4143360759
> Modulo 223: 20

Token: Protocol_Type
- MurmurHash3 Raw: 56880774
> Modulo 223: 164

Token: TCP
- MurmurHash3 Raw: 3191464925
- Modulo 223: 202

(nids_env)

Figure 3.6 Hash Embedding Process

linked list structure using a dictionary-based approach. This implementation allows flexible
storage of multiple embedding vectors corresponding to collided tokens at the same index, thus
preserving embedding integrity and optimizing memory usage.

During the output stage, the embedding vectors corresponding to all tokens within a single
data row are flattened into a one-dimensional vector, which serves as input to subsequent models
such as MLP. Although this practical implementation differs from the theoretical fixed three-
dimensional matrix, the overall architecture and core objectives remain consistent, aiming to
provide an efficient and representative semantic vector encoding.

This divergence between theory and implementation reflects a trade-off between resource
constraints and collision handling. The dynamic linked list structure offers scalability and ease
of maintenance, enhancing both the usability and computational efficiency of the embedding
table while ensuring the completeness of the vector representations.

To determine the target index for each token, each vector is initialized randomly and refined
during module training as in Figure 3.3.

From the above example, as shown in Figure .6, the field name Destination_ Port yields
an index of 129, while its value 80 maps to 166; these indices are used to locate specific em-
bedding vectors.

The process begins with a Token ID shown as Figure B.7, such as the categorical feature

DestinationPort and its corresponding value 80. This Token ID is first processed through a
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Vector for node @ @

Embedding Table | 129 ‘ | 166 ‘
Unique index

mod 223
@
Hash ID 1172070958 3167949985
A @ A
Token ID DestinationPort 80

Figure 3.7 Double Hashing with Linked List for Embedding Storage

hash function () to generate a large integer hash value (e.g., 3167949985). This step effectively
converts high-dimensional sparse features into uniformly distributed integers, reducing feature

sparsity and enabling efficient indexing. Formally:

Hash ID = Hash(Token ID) (3.1)

To map this hash value into the embedding table, a modulo operation is applied using the
table size m @) (here, m = 223) yielding a unique index @) within the embedding table (e.g.,
166). This index corresponds to a primary slot in the embedding table.

Due to the possibility of hash collisions where multiple distinct tokens may hash to the same
modulo index a dynamic linked list @) is employed to handle such conflicts. When a collision
occurs, additional embedding vectors are stored in linked nodes associated with the initial index.

In this process, each embedding vector is identified by its unique index after modulo op-
eration (e.g., 129 for another hash value). The system checks the embedding table entry at this

index:

« If the table is free or matches the token, the embedding vector is stored or retrieved di-

rectly.

+ If the table is occupied by a collision, a pointer will link to the next node in the list.

As shown in Figure B.8, this illustrates the double hashing technique combined with a
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# -— Step 2: Hash Embedding Table with Linked List ———
class LinkedListNode:
def __init__(self, field, value, vector):

self.field = field
self.value = value
self.vector = vector
self.next = None

class HashEmbeddingTableWithLinkedList:
def __init__(self, table_size=7", embed_dim="):

self.table_size = table_size
self.embed_dim = embed_dim
self.buckets = [[None for _ in range(table_size)] for _ in range(table_size)]

hash_token(self, token):
return mmh3.hash(str(token), seed=") & % self.table_size

get_embedding(self, field, value):
i = self.hash_token(field)
j = self.hash_token(value)
node = self.buckets[i1[j]
while node:
if node.field == field and node.value == value:
return node.vector
node = node.next
hew_vector = np.random.uniform(- . , size=self. embed_dim).astype(np.float32)
new_node = LinkedListNode(field, value, new_vector)
new_node.next = self.buckets[il1[j]
self.buckets[i][j] = new_node
return new_vector

update_embedding(self, field, value, new_vector, lr= ):
i = self.hash_token(field)
j = self.hash_token(value)
node = self.buckets[i][j]
while node:
if node.field == field and node.value == value:
node.vector = node.vector * (I - lr) + new_vector * lr
return
node = node.next
new_node = LinkedListNode(field, value, new_vector.astype(np.float32))
new_node.next = self.buckets[i]1[j]
self.buckets[i][j] = new_node

def encode_row(self, row):

embeddings = [self.get_embedding(field, value) for field, value in row.items()]
return np.concatenate(embeddings)

def generate_embedding_csv(df, embed_table, filename):
embeddings = np.array([embed_table.encode_row(row) for _, row in df.iterrows()1)
pd.DataFrame(embeddings).to_csv(filename, index=False)
print(f

Figure 3.8 Dynamic Linked List of Embedding Table

dynamic linked list structure to efficiently store embedding vectors in a fixed-size embedding

table.

3.1.2.2 Flatten to One Class Vector

The flatten operation concatenates the tokenized embeddings from each column into a sin-

gle vector for input to the next stage of the pipeline. Table 3.2 shows example embedding vectors

for individual tokens.

Table 3.2 Hash Values in the Embedding Table

Token Hash Mod=223 | Embedding Vector
Destination_Port | 1172070958 129 [0.091251, 0.332761, 0.725833, 0.472719, 0.937337, 0.429821, 0.046714, 0.055904]
80 3167949985 166
Flow_Duration 2151518914 196 [0.012133, 0.628566, 0.035354, 0.851932, 0.437327, 0.968118, 0.040445, 0.434074]
0.32817 4143360759 20
Protocol Type 56880774 164 [0.044425, 0.674622, 0.362488, 0.078440, 0.640184, 0.862753, 0.158649, 0.322290]
TCP 3191464925 202

Figure B.9 shows the each feature-value pair in the row, its embedding vector is obtained
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class SimpleMLP(nn.Module):
def __init__(self, input_dim, hidden_dim=¢!, output_dim=2):
super().__init__()
self.fcl = nn.Linear(input_dim, hidden_dim)

self.fc2 = nn.Linear(hidden_dim, output_dim)

forwmard(self, x):
x = F.relu(self.fcl(x))
return self.fc2(x)

Figure 3.9 Process of Flattern to One Class Vector

and appended to a list.
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Figure 3.10 Example for DestinationPort:80 [129,166]
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Figure 3.11 Example for FlowDuration:0.32817 [196,20]

Each row corresponds to a flattened embedding vector generated by concatenating hashed
representations of multiple feature fields. The numerical values, ranging between 0 and 1, repre-
sent the individual dimensions of the embedding vectors, which have undergone normalization
or activation transformations.

Figure shows the packet vectors after flattening, where the highlighted rows (indices
129 and 166) exemplify samples with distinctive embedding patterns across multiple dimen-
sions.

These embedding vectors serve as foundational inputs to deeper models, such as MLPs [3],

facilitating the extraction of higher-level semantic features and improving detection accuracy.

3.1.2.3 MLP to Vector

To integrate the multiple field semantic vectors extracted from the embedding table for

each packet into a unified semantic representation, a MLP encoder module is introduced. The
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Figure 3.12 Example for Protocol Type:TCP [164,202]
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Figure 3.13 Example rows of Flattened Embedding Vectors

main task of this module is to map a flattened one-dimensional vector x € R¥*? to a fixed-
dimensional semantic feature vector z € R*, where F'is the number of fields, d is the embedding
dimension of each field, and £ is the dimension of the output vector.

The MLP is composed-of multiple fully connected layers-as shown in FigureB.14.

Input Layer Hidden Layer Output Layer

Z1i]

z2

z3 |

Figure 3.14 Multiple fully connected layers of the MLP

Figure shows the multi-layer perceptron (MLP) encoder employed in our system. It is
designed to transform the concatenated embedding vectors into a fixed-length semantic feature
vector. The implemented MLP consists of three fully connected layers with intermediate batch
normalization, Rectified Linear Unit(ReLU) activation, and dropout regularization to improve
generalization and prevent overfitting [40].

Specifically, the first layer maps the input vector of dimension input_dimto a 128-dimensional
hidden representation, followed by batch normalization and ReLU activation. A dropout layer
with a dropout rate of 0.4 is applied to reduce overfitting. The second layer further reduces the

representation from 128 to 64 dimensions, followed again by batch normalization, ReL.U, and
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class SimpleMLP(nn.Module):
def __init__(self, input_dim, hidden_dim=c!, output_dim=2):
super().__init__()
self.fcl = nn.Linear(input_dim, hidden_dim)
self.fc2 = nn.Linear(hidden_dim, output_dim)

def forward(self, x):
x = F.relu(self.fcl(x))
return self.fc2(x)

# —— Step U4: Training & Evaluation —-—
def train_epoch(model, loader, optimizer, criterion, device):
model.train()
total_loss, correct = 0,
for X, vy in loader:
X, y = X.to(device), y.to(device)
optimizer.zero_grad()
out = model(X)
loss = criterion(out, y)
loss.backward()
optimizer.step()
total_loss += loss.item() * X.size(0)
preds = out.argmax(dim=1)
correct += (preds == y).sum().item()
return total_loss / len(loader.dataset), correct / len(loader.dataset)

Figure 3.15 MLP Module

dropout. Finally, the third layer projects the 64-dimensional vector to the desired embedding
dimension (default 16), producing the compact semantic embedding output:

The forward pass of the MLP applies this sequential transformation to the input feature
vector, generating the output embedding used for downstream tasks.

For training, the MLP model is optimized using the Adam optimizer [41] with a learning
rate of 5x 10~ and weight decay of 1 x 10~3. The mean squared error (MSE) [42] loss is adopted
as the training criterion. The training loop iterates over the dataset for 30 epochs, processing
data in batches provided by a PyTorch DatalLoader wrapping a custom dataset class that converts
input data into float tensors.

Batch normalization and dropout applied in each hidden layer enhance model robustness,

while the optimizer parameters facilitate effective convergence during training.
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Figure 3.16 Semantic Vector Output

As presented in Figure B.16, the Mahalanobis distances computed from the semantic em-
beddings is presented. Each row corresponds to a sample index and its respective Mahalanobis

distance value. These distances quantitatively represent how far each sample deviates from the
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learned mean distribution in the embedding space, serving as an indicator of potential anomalies.

Higher distance values suggest greater deviation and a higher likelihood of being anomalous.

3.1.3 Mahalanobis Distance Module

In the final stage of the S2GE-NIDS framework, Mahalanobis Distance is applied to eval-
uate whether a semantic vector deviates significantly from the expected distribution of normal
traffic. This metric is particularly effective for high-dimensional anomaly detection, as it ac-

counts for feature correlations and variance.

Mahalanobis Module

Vector-to-Center Determin the A I
. Calculate the Loss ¢ erm“; ¢ Anomaly
Comparion core

Figure 3.17 Architecture of Preprocess Module
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Figure 3.18 Mahalanobis Distances of Result

3.1.3.1 Vector-to-Center Comparison

To enhance anomaly detection, S2GE-NIDS incorporates a center loss mechanism. During

training, all semantic vectors corresponding to “normal” samples are aggregated to compute a
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center point c.

By accounting for the variability and correlation of each feature, the module is able to more
accurately detect abnormal samples that are “off-center.”

During the training process, the Mahalanobis distance calculation for each data point first
uses the Euclidean distance to estimate the mean of the latent space. In addition, the variance of
each latent dimension is also calculated to facilitate the calculation and optimization of the loss

function in the subsequent stage.

Dy(2) =/ (z = )TE L(z=¢) (3.2)

z is the semantic vector of the input sample, c is the center vector of normal samples, and
Y71 is the inverse of the covariance matrix of the training data’s.embedding vectors.

Because the Mahalanobis distance at this stage needs to be calculated using the covariance
matrix. If the covariance matrix is not positive definite, the inverse matrix calculation will be
wrong, resulting in abnormal distance values that may appear negative [43].

The eigenvalues of the covariance matrix are:

0.01926464, 0.00316234, 0.00188263, 0.00011551,
0.00022377, 0.00049849, 0.00072437, 0.00062288

def mahalanobis_distance(x, mu, cov_inv):
diff = x - mu
return np.sqrt(np.dot(np.dot(diff, cov_inv), diff.T))

test_embeddings = test_dataset.data

distances = np.array([mahalanobis_distance(x, mu, cov_inv) for x in test_embeddings])
threshold =

maha_preds = distances > threshold

print(f

A.F
main()

"v5.py" 286L, 10717B

Figure 3.19 Mahalanobis Distance Process

Fig shows the Mahalanobis during the training process, calculate for each data point
first uses the Euclidean distance to estimate the mean of the latent space. In addition, the variance
of each latent dimension is also calculated to facilitate the calculation and optimization of the

loss function in the subsequent stage.
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(nids_env)

Mean Mahalanobis distance: 3.9398

Std Dev: 0.6373

Max: 5.8947

Min: 1.8656

Example of a semantic vector z (first sample):

[0.42934 0.3531 0.45066 0.30367 0.44953 0.16411 0.38695 0.29504 0.4976
0.4066 ©0.24281 0.01881 0.45676 0.313U5 0.65707 0.04976]

Center vector c (mean of all z):

[0.23319569 0.29839795 0.37538u458 0.31150915 0.38532265 0.30360799
0.41030728 0.37541166 0.31161425 0.32759086 0.37414018 0.21777424
0.3117085 0.3970734 0.46585664 0.12680398]

Top 10 Mahalanobis distances:

[3.50188261 3.40831178 5.13951323 3.90599519 3.171402 4.30094415
1.35800169 3.63824283 U4.56996918 3.91969581]

Mahalanobis distance of the example vector: 3.9060

Mahalanobis distance of the example vector: 3.9060
Saved mahalanobis_distances.csv
nids_env

Figure 3.20 Mahalanobis Distance Statistics Data

As presented in Figure B.20, shows a portion of the flattened semantic embedding vectors
produced by the MLP encoder. Each highlighted row corresponds to a sample’s embedding
vector in the 16-dimensional semantic space.. These vectors. are the transformed representations
of the original features, capturing underlying semantic information relevant for anomaly detec-
tion. The values across the dimensions reflect complex learned features, which the Mahalanobis

distance leverages to assess anomaly scores effectively.

3.1.3.2 Calculate the Loss

Figure shows the training loss progression of the MLP model over 10 epochs. The
loss is computed using the MSE between the predicted outputs and the first 16 dimensions of the
input embedding vectors, reflecting the model’s ability to reconstruct or approximate the latent
representations. During each epoch, the model parameters are optimized via backpropagation
with the Adam optimizer, and the average loss per epoch is reported. The steadily decreasing

loss curve indicates effective convergence and improved model fitting over the training process.

* The loss is defined as:

(ZU'__CU)2 (3.3)

d
=1

1 — 1
ﬁIN;HZi—CHQZNZ‘

=1 7

z; € R? is the embedding vector obtained after the ith input passes through the Semantic
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def train_mlp(mlp, dataset_tensor, epochs=10, batch_size=cl, lr=
optimizer = optim.Adam(mlp.parameters(), lr=1r)
criterion = nn.MSELoss()
mlp.train()

dataloader = torch.utils.data.Dataloader(dataset_tensor, batch_size=batch_size, shuffle
=True)

for epoch in range(epochs):

total_loss =

for batch_x in dataloader:
optimizer.zero_grad()
out = mlp(batch_x)
loss = criterion(out, batch_x[:, :15]1)
loss.backward()
optimizer.step()
total_loss += loss.item()

print(f

Figure 3.21 The Loss of MLP Training process

(nids_env) : $

/mnt/c/Users/camil/Documents/S2GE/demo/v5. py:1t: DtypeWarning: Columns (U6) havd]
df = pd.read_csv(input_csv)

Labels and split data saved.

Embedding saved to train_embedding.csv

Embedding saved to val_embedding.csv

Embedding saved to test_embedding.cswv

Epoch 1: Train Loss=0.2331 Train Acc=0.

Model saved.

Epoch 2: Train Loss=8.8186 Train

Epoch 3: Train Loss=0.0094 Train

Model saved.

Epoch U4: Train Loss=0.0050 Train

Model saved.

Epoch 5: Train Loss=8.8029 Train

Model saved.

Epoch 6: Train Loss=0.8019 Train

Epoch 7: Train Loss=0.0013 Train

Epoch 8: Train Loss=0.0089 Train

Epoch 9: Train Loss=8.8007 Train

Epoch 18: Train Loss=0.0005 Train Acc=1.

Epoch 11: Train .0004 Train Acc=l.

Model saved.

Epoch 12: Train .0004 Train Acc=l.
Epoch 13: Train .0803 Train Acc=1.
Epoch 14: Train .0002 Train Acc=l.
Epoch 15: Train .0002 Train Acc=l.
Epoch 16: Train .8002 Train Acc=l.
Epoch 17: Train .0802 Train Acc=l.
Epoch 18: Train . Train Acc=1.
Epoch 19: Train Train Acc=1.
Epoch 208: Train - Train Acc=1.
Epoch 21: Train . Train Acc=1.
Epoch 22: Train . Train Acc=1.
Epoch 23: Train Train Acc=l.
Epoch 2U: Train . Train Acc=1.
Epoch 25: Train 2 Train Acc=1.
Epoch 26: Train . Train Acc=l.
Epoch 27: Train . Train Acc=1.
Epoch 28: Train . Train Acc=1.
Epoch 29: Train . Train Acc=1.
Epoch 38: Train 5 Train Acc=1.
Test Accuracy: 1.0080

Figure 3.22 Mahalanobis Distances of Result
Encoder, ¢ € R? is the center point vector during training (center), and N is the total number of

samples.

3.1.3.3 Determine the Anomaly Score

After obtaining the semantic vector z of each input data point through the MLP encoder,
and computing the center point ¢ based on all normal training samples, the system evaluates

how far each sample deviates from the normal data distribution using the Mahalanobis distance
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metric.

The Mahalanobis distance score D), (z), quantifies the distance between a sample’s seman-
tic representation z and the center vector ¢, while accounting for the variance and covariance of
the embedding space. This distance serves as the anomaly score for each sample.

To determine whether a sample is anomalous, a threshold 7 is defined based on the dis-
tribution of distances observed in the training data. A sample is classified as anomalous if its

Mahalanobis distance exceeds this threshold:

1 if D]V[(Z) > T
Anomaly(z) = (3.4)

0 otherwise

This threshold-based mechanism enables the system to make binary decisions (normal vs.
anomalous) while preserving the interpretability and statistical grounding of the anomaly scores.

def mahalanobis_distance(x, mu, cov_inv):
diff = x = mu
return np.sqrt(np.dot(np.dot(diff, cov_inv), diff.T))

test_embeddings = test_dataset.data

distances = np.array([mahalanobis_distance(x, mu, cov_inv) for x in test_embeddings])
threshold =

maha_preds = distances > threshold

print(f

if __pame__ ==
main()

Figure 3.23 Calculate and filter the Mahalanobis anomaly score

Figure shows the compute of anomaly score for each data sample, we utilize the Maha-
lanobis distance to quantify how far each sample deviates from the distribution center of normal

data in the latent feature space [44]. The process is as follows:

1. Covariance Matrix Estimation: The empirical covariance matrix is calculated from all
latent semantic vectors using the EmpiricalCovariance function, serving as the statis-

tical basis for Mahalanobis distance computation.

2. Definition of Mahalanobis Distance Function: For each sample vector x, its distance is

computed by invoking the cov.mahalanobis([x]) method.

3. Anomaly Score Calculation: The Mahalanobis distance is calculated sequentially for all

samples, producing a list of anomaly scores.

27



4. Anomaly Threshold Setting: Multiple percentile thresholds (95%, 96%, 97%, 98%,
99%) are determined based on the distribution of anomaly scores in the training data to

distinguish between normal and anomalous samples.

5. Statistical Output of Anomaly Scores: The range, mean, and standard deviation of

anomaly scores are reported, along with the top anomaly scores from the samples.

6. Anomaly Sample Identification: Samples exceeding the 99% percentile threshold are

flagged as anomalies, facilitating further evaluation and analysis.

3.2 Flow

This section presents the flow of proposed system. The complete workflow consists of
three main components: the preprocessing module, the embedding module, and the Mahalanobis

distance module.

3.2.1 Preprocess Module

As shown in Figure B.24, the system receives the uploaded network packet data and verifies
whether its format conforms to the Comma-Separated Values(CSV) format. If the data is not
in CSV format, the system will drop the package. In the next stage, the system cleans the data
fields, including removing any missing or empty fields from the packets.

In this experiment we use Pandas and NumPy to data selection and cleaning stage. This in-
cludes standardizing column names, removing missing or undefined values, and deleting columns

that contain only zeros to reduce noise.

Data

Y
Start —> Input Data Packet—><_If Data is CSV format ﬁ) Clear Data Field —> Extract Features —> o
Tokenization

Nol

Drop the Data
Packet

—> End

Figure 3.24 Overview of the Preprocessing Procedure
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We use specific fields related to common anomaly detection features are extracted, such as
Destination Port, Protocol Type, and Source IP (SrcIP). These fields serve as impor-
tant inputs for subsequent module analysis.

Then, the field names and their respective values are combined into tokens—for example,
Protocol TCP or Port 80 and fed into a semantic embedding module to be transformed into

vectors for further processing.

3.2.2 Embedding Module

In Figure B.23, this module is responsible for converting the structured semantic token
sequence into a vector representation. This module includes Hash Embedding, Flatten to One

Class Vector, and MLP to Vector. Each of them contributes to the lightweight and scalable nature

of the system. The overall procedure is detailed as follows:

Generate the
Embedding Table

If the next node in
link list is valid ?

Storage Value
in next node

) Initialize the random ) Use Token ID to get
reprocess Mcdel embedding table hash index

Storage Value in Storage Value in
table node1

Input normal Calculate the center

covariance matrix matrix

|

1
1
Returns the Mahalanobis distance tol 1
1

vectors

the normal data distribution

Mahalanobis Distance
————————————————

I Calculate the I o
& H Calculate Maha Calculating anomaly Output anomaly
samples and test -|* vector and * inverse covariance + distance ﬁ distance threshold q e

Figure 3.25 Overview of the Embedding Procedure Module

Initially, we use relevant the preprocessing module converts into token IDs. These token
IDs are then processed by a non-cryptographic hash function, such as MurmurHash3, which
generates hash values. To constrain the hash values within the bounds of the embedding table
size to 223, a modulo operation is performed, resulting in a unique embedding table index.

Upon obtaining the index, the embedding table is queried to retrieve the corresponding
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embedding vector for the node. Due to the inevitability of hash collisions where distinct tokens
may map to the same index—the embedding table employs a linked list structure to store multiple
vectors at the same index.

Formally, for a given token ¢ = Field:Value, we compute:

row_idx = MurmurHash3(Field) mod P (3.5)

col_idx = MurmurHash3(Value) mod P (3.6)

where P = 223 is a small prime number chosen to reduce the probability of hash collisions
and to ensure efficient modular indexing.
The resulting (row_idx, col idx) pair identifies a unique coordinate in the 2D embedding

table E € R”*P*4_ where each entry holdsa trainable d-dimensional embedding vector.

3.2.3 Mahalanobis Distance Module

In this section, we introduce an anomaly detection approach that leverages the Mahalanobis
distance as the fundamental metric for decision making. We begin by comparing each data vec-
tor to a defined center point, followed by calculating the corresponding loss to measure devi-
ation. Finally, this loss is used to determine the anomaly score that indicates the likelihood of
abnormality.

Given N semantic vectors z, . . . , Zy generated from benign training data, we first compute

the statistical mean (center) vector ¢ and covariance matrix 3:

LN
c=—) 1z (3.7)
¥
LN
Y= N1 ;(Zl —c)(z; — )" (3.8)

For any test vector z, the Mahalanobis distance D), (z) with respect to the normal distribu-



tion is calculated as defined in Equation (8.2).

A larger distance indicates a greater deviation from the normal behavior, suggesting a

higher probability of being anomalous.

Generate the
Embedding Table

e EmEmEm e - Em------ae-

) Initialize the random ) Use Token ID to get
e el embedding table hash index

Storage Value
in next node

If the next node in
link list is valid ?

If the table is valid ?

1
! [
1 [
! [

Storage Value in Storage Value in

1 table node1 1
1 1
- e = - e omm mm omm owmm mfem = =-

o e e ===

vectors covariance matrix matrix

|

1
1
| Returns the Mahalanobis distance !o| 1
1

the normal data distribution

Input normal Calculate the center Calculate the 1 o
samples and test 1* vector and *inversecovariance* Calzli.u;?;'e“:ﬁeaha ﬁc{;ﬁ:::::"ghf::tmla;yq Outgiitt:::;naly @
1
1
Mahalanobis Distance I
- Em Em o Em e o Ee e e Em e Em

Figure 3.26 Mahalanobis Distance Anomaly Detection Process
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We define a threshold 7 based on the distribution of Dy,(+) in the training data (e.g., 95th
percentile).

Anomaly detection process begins with the input of normal training samples alongside the
test vectors requiring evaluation. From the normal samples, the center vector (mean vector) and
the covariance matrix are computed to characterize the distribution of the normal data. Subse-
quently, the inverse of the covariance matrix is calculated to facilitate the computation of the
Mahalanobis distance for each test vector. The Mahalanobis distance measures how far a given
test sample deviates from the normal data distribution, accounting for the data’s covariance
structure. All computed distances serve as anomaly scores representing the degree of deviation.
These scores are stored in an array for systematic processing. Statistical measures, including
the mean and standard deviation of the anomaly scores, are then derived to establish a thresh-
old. Samples whose anomaly scores exceed this threshold are classified as anomalous, enabling

effective discrimination between normal and abnormal instances.

1, if Dy(z) > 7
Anomaly(z) = (3.9)

0, otherwise

This distance reflects the statistical deviation of a sample from the center of the normal data
distribution in the multi-dimensional feature space, taking into account the correlations among
different features. When the Mahalanobis distance M D(z) exceeds a predetermined anomaly
threshold 7, the sample is classified as anomalous; otherwise, it is considered normal. The
threshold can be adjusted based on the statistical characteristics of the distance distribution in
the training data (e.g., set as the mean plus three times the standard deviation) to balance the
sensitivity and false alarm rate of the anomaly detection. Through this approach, the system can
effectively identify anomalous events that deviate significantly from the normal distribution,

thereby improving the accuracy and robustness of anomaly detection.
+ Input: Semantic vector z € R* (from MLP)
* OQutput: Anomaly score Dj,(z) and binary decision

* Computation: Based on ¢ and ¥ estimated from training data
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Unsupervised: Requires only benign data for training

Interpretable: Outputs a clear statistical distance as anomaly score

Statistically Sound: Incorporates feature correlation via covariance

Efficient: Only requires mean and covariance estimation once during training
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Chapter 4 Implementation

The experimental implementation of this study is conducted on the Windows 11 operat-
ing system. Detailed configuration steps and set up instructions are described in the follow-
ing subsection, including hardware and software requirements, environment set up and dataset

preparation.

4.1 Hardware and Software Requirements

4.1.1 Environment Set up

Table @.1] provides detailed specifications of each hardware component utilized in our ex-
perimental environment and Table lists the software used in our experimental, along with

their purposes and license types.

Table 4.1 Hardware Requirements for the Experiment

Component | Specification

CPU 12th Gen Intel(R) Core(TM) 15-12500H @ 2.50 GHz

RAM 16.0 GB (15.6 GB usable)

Storage Built-in SSD (used for operating system and model storage)
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Table 4.2 Software and Libraries Utilized in the Experiment

Software/Library | Version | Purpose License
Ubuntu [45] 24.04.2 | Operating system MIT
Python [46] 3.9.18 | The main programming language used to im- | Python License

plement the core modules of the proposed sys-
tem, including preprocessing, model training,
and evaluation routines.

NumPy [47] 1.26.4 | Provides high-performance array structures and BSD
functions for numerical computing, especially
efficient vector and matrix operations.

Pandas [48] 2.2.2 | Ofters powerful data manipulation and analysis BSD
tools, including DataFrame structures used for
preprocessing and filtering packet data.

Scikit-learn [49] 1.4.2 | Provides a wide range of machine learning algo- BSD
rithms, particularly the Multi-Layer Perceptron
(MLP) classifier used in this study.

mmh3 [6] 4.0.1 | Implements ~MurmurHash3, a fast non- MIT
cryptographic hashing function used to convert
tokens into integer values for embedding.

PyTorch [50] 2.2.2 | A deep learning framework used to define and BSD
train neural networks, including custom embed-
ding and classification models.

4.1.2 Environment Setup

This section will mainly introduce the installation procedures and environment setup re-
quired for the Structured Semantics and Generation Embedded Network Intrusion Detection
System (S2GE-NIDS). To ensure dependency management and maintain an isolated environ-
ment, Python virtual environments must be set up first. The intallation steps are listed below:

1. Install Ubuntu

Before experiment, it is necessary to install Ubuntu (as shown in Figure }.1]) Download the

Ubuntu of version 24.04 on the official website.

After confirming the installation, you can confirm the current version as below.

cat /etc/os-release

2. Install Python

Download the Python package on the office website, (see Figure §.2) for this study.
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camille3780@LAPTOP-14LIEOL X S

:~$ cat /etc/os-release
PRETTY_NAME="Ubuntu 24.04.2 LTS"
NAME="Ubuntu"
VERSION_ID="24.04"
VERSION="24.64.2 LTS (Noble Numbat)"
VERSION_CODENAME=noble
ID=ubuntu
ID_LIKE=debian
HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL= s://help.ubuntu.com/"
BUG_REPORT_U ttps://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms—-and-policies/privacy-policy"
UBUNTU_CODENAME=noble
LOGO=ubuntu-logo

Figure 4.1 Installation Procedure of the Ubuntu Operating System Environment

Figure 4.2 Installation Procedure of the Python Package

3. Activate the pre-configured virtual environment To use the S2GE environment, this

command will be used to enable it.

python3 -m venv ~/nids_env

source ~/nids_env/bin/activate

Upon successful activation, the shell will displayed with nids-env, indicating that the
virtual environment is active

Figure #.3 shows how to enable virtual environment.

:~$ python3 -m venv ~/nids_env
:~$ source ~/nids_env/bin/activate
(nids_env) :~$ pip install numpy pandas
Requirement already satisfied: numpy in ./nids_env/lib/python3.12/site-packages (2.3.1)
Requirement already satisfied: pandas in ./nids_env/lib/python3.12/site-packages (2.3.0)
Requirement already satisfied: python-dateutil>=2.8.2 in ./nids_env/lib/python3.12/site-packages (from pandas) (2.9.0.post0)

Requirement already satisfied: pytz>=2020.1 in ./nids_env/lib/python3.12/site-packages (from pandas) (2025.2)

Requirement already satisfied: tzdata>=2022.7 in ./nids_env/lib/python3.12/site-packages (from pandas) (2025.2)

Requirement already satisfied: six>=1.5 in ./nids_env/lib/python3.12/site-packages (from python-dateutil>=2.8.2->pandas) (1.17.0)
(nids_env) 1~$

Figure 4.3 Setup of an Independent Python Virtual Environment

4. Installing required packages
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sudo apt install -y python3 python3-pip python3-venv build-essential
pip install \

numpy==1.26.4 \

pandas==2.2.2 \

scikit-learn==1.4.2 \

mmh3==4.0.1 \

torch==2.2.2+cpu \

matplotlib seaborn

4.1.3 Data Preparation

In this experiment utilizes the latest 2024 Internet of Things (IoT) dataset [[12] as the source
of experimental data. The dataset contains different network packet data collected from various
smart devices operating in real-world environments, including both normal traffic and diverse
abnormal behaviors, effectively reflecting the security threats and anomaly patterns faced by [oT
systems. With a large volume of data and complete annotations, the dataset provides rich traffic
features such as packet size, communication protocol types, source and destination IPs, making
it suitable for training and testing anomaly detection models. By leveraging this dataset, this
study aims to validate the applicability and effectiveness of the proposed method across diverse
IoT device environments and enhance the model’s capability to identify anomalies in real-world
scenarios. The experimental results will be presented and analyzed in detail in the following
chapter.

This experiment uses CUDA to GPU acceleration for model training, and the training pro-

cess executes 10 epochs in total.
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Index of /IOTDataset/ CICAPT-IIoT Dataset/Dataset

Name Last modified Size Description

é Parent Directory
[23 CICAPTTIoT Dataset/ 2024-03-07 09:02

Apache/2.4.41 (Ubunru) Server at cicresearch.ca Port 80

Figure 4.4 Download the CIC IoMT dataset 2024
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Chapter S Results and Analysis

In this section, we further present the results of anomaly detection by calculating the Maha-
lanobis anomaly scores for each sample. We analyze the range, mean, and standard devsiation

of these scores to evaluate the model’s capability in identifying anomalous behavior.

5.1 Evaluation Result

In S2GE, the dataset is partitioned into three distinct subsets to facilitate effective model
training and evaluation: 70% of the data is allocated for training, 15% for validation, and the
remaining 15% for testing. The training subset provides sufficient data for the model to learn un-
derlying patterns and representations. The validation subset is employed during training to tune
hyperparameters and monitor performance, thereby mitigating the risk of overfitting. Finally,
the independent testing subset is reserved for unbiased evaluation of the model’s generalization

capability, ensuring that the reported performance reflects real-world applicability.

Test
15%

Validation
15%

Train
70%

Figure 5.1 Dataset split ratio for training, validation, and testing

Table lists the range, mean, and standard deviation of the anomaly scores

Table 5.1 Statistical Summary of Mahalanobis Anomaly Scores on the Training Dataset

Metric Value
Anomaly Score Range | 2.6578 — 5.9151
Mean Anomaly Score 3.946

Standard Deviation 0.5976
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Running V6.py ...
Mean Mahalanobis distance: 3.9U60

Std Dewv: ©.5976
Max: 5.9151
Min: 2.6578

Figure 5.2 Statistical of the training dataset

Additionally, the anomaly scores for selected samples are presented to provide an intuitive
understanding of the model’s evaluation of anomaly levels across different data points. Fig-
ure shows the anomaly detection of statistical information.

Model Training Results In each epoch, the model will traverse all training data and adjust
parameters according to the loss function to minimize the prediction error.

(nids_env)

Running V2.py ...

Saved full dense embedding table to full_dense_embedding_table.csv
Saved flatten embedding vectors to flatten_embedding.csv

Running V3.py ...

Saved flatten embedding vectors to flatten_embedding.csv
Epoch 1/10 Loss: 0.6186

Epoch 2/10 Loss: 0.5892

.u1s4

.3412

(<]

¢}

Epoch 3/16 Loss: ©

Epoch 4/10 Loss: @
Epoch 5/10 Loss: ©.2904

[¢]

<]

[}

(<]

Epoch 6/10 Loss:
Epoch 7/1@ Loss:
Epoch 8/10 Loss:
Epoch 9/10 Loss: ©.1867
Epoch 18/10 Loss: 0.18u2
Saved semantic embedding vectors to semantic_embedding.csv

.2652
L2207
. 2069

Figure 5.3 Epoch-wise Loss Values Recorded During Model Training

Figure [5.3 shows the gradual decline in the loss value during model training. It can be
observed that the loss value steadily and slowly decreases from the initial value of about 0.6186
to the final value of 0.18, indicating that the model does not overfit during the training process. In
addition, the smooth decline in the loss value shows that the training process is stable, the model
gradually learns effective features, and improves the prediction accuracy. Such a downward
trend verifies the rationality of the adopted training strategy and parameter settings, which helps
the model’s generalization ability on the test data.

Figure 5.4 and figure 5.5 shows the histogram, which illustrates the frequency of samples
within different distance intervals. The red dashed line represents the anomaly threshold, where
samples exceeding this value are classified as anomalies. They provide the insight into data

concentration and anomaly distribution.
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Mahalanobis Distance Distribution

&S PpQA=

Figure 5.4 Distribution of Mahalanobis distances with 1 standard deviation

Mahalanobis Distance Distribution

25 3o 55 50 s

Figure 5.5 Distribution of Mahalanobis distances with 2 standard deviation

To evaluate the effectiveness of the proposed model, several metrics including accuracy,
precision, recall, and F1-score are employed. These evaluation indicators provide a comprehen-

sive and balanced assessment of the model’s performance in anomaly detection tasks.

41



Normal samples (Index, Mahalanobis Distance):
0: 2.
2: 2
3:
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Figure 5.6 Mahalanobis Distances and Classification Results of Normal Samples

Anomalies (Index, Mahalanobis Distance):
1: 4.5783
L: 5.8U65
8: U.8238
11: 4.8694
14: 4.5197
18: U.6158
19: 4.5539
22: 4.3100
25: 4.3361
29: 1229
30: 6052
31: d.489y
33: 4.7138
36: U.7T71U6
39: 4U.50887
41: 3594
b2: 7656
43: 4.5357
Og: 4.3031
4g: 4.3115
58: 4U.6161
51: 5.2418
53: U.2607
. aln

FEom e EEEEEEREEERFEEUMMELREEEREE

Figure 5.7 Mahalanobis Distances and Classification Results of Anomalous Samples
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By benchmarking the proposed S2GE model against these methods under identical exper-
imental conditions, we aim to highlight its advantages in terms of detection accuracy, recall,
Fl-score, and computational efficiency. This comparison also serves to demonstrate the ca-
pability of semantic embedding tailored for IoT data, particularly in capturing complex event
relationships that conventional methods may overlook.

Let

T P (True Positive): Events correctly identified as anomalies by the model.

T'N (True Negative): Events correctly identified as normal.

F'P (False Positive): Normal events incorrectly classified as anomalies, i.e., false alarms.

F'N (False Negative): Anomalies mistakenly classified as normal events, i.e., missed

detections.

The metrics are calculated as:

TP +TN
TP+ TN+ FP + FN

(5.1)

Accuracy =

Accuracy measures the overall correctness of the model’s predictions.

procic TP 52
recision = —————— .
CeSION = TP

Precision indicates the proportion of predicted anomalies that are truly anomalous.

TP
Recall = ——+ 5.3
AT TPIEN (3-3)

Recall measures the ability of the model to identify all actual anomalies.

Precisi Recall
F'l-score = 2 % rec%s%on x neea (5.4)
Precision + Recall

The Fl-score is the harmonic mean of Precision and Recall, providing a balance between the

two.

43



Among these, the False Positive Rate (FPR) is a critical metric in cybersecurity, defined as

the proportion of normal events incorrectly flagged as anomalies:

FP

FPR = ————
FP+TN

(5.5)

A high false positive rate can overwhelm security analysts with excessive false alarms,
increasing operational costs, reducing system trustworthiness, and potentially causing genuine
threats to be overlooked. Therefore, it is essential to design and evaluate anomaly detection
systems to minimize the false positive rate while maintaining a high detection rate (recall) to
achieve optimal practical performance.

The confusion matrix also facilitates the computation of other vital metrics such as Preci-
sion, Recall, and F1-score, enabling a comprehensive assessment of the model’s effectiveness

and robustness.

Confusion Matrix

2500

Normal

2000

- 1500

True Label

- 1000

10

Anomaly
|
o

- 500

i i
Normal Ancmaly
Predicted Label

Figure 5.8 The confusion matrix of S2GE Anomalous Detection

Figure 5.8 shows the proposed S2GE-NIDS model was evaluated on the designated test set
consisting of 2,904 samples, including 2,894 benign and 10 anomalous instances. The confusion
matrix (Figure X) illustrates the model’s classification performance, showing perfect discrimi-
nation between normal and anomalous network traffic.

Specifically, the model achieved a true negative count of 2,894 and a true positive count of
10, with zero false positives and false negatives. Consequently, the evaluation metrics reached

their maximum values: an accuracy of 1.0000, precision of 1.0000, recall of 1.0000, and an
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F1-score of 1.0000. These results demonstrate that the model perfectly identified all anomalous
samples without any misclassification.

While these findings indicate excellent model efficacy on the test dataset, it is noteworthy
that the anomalous sample size is limited (n=10), which may affect the statistical robustness of
the evaluation. Future work should involve validating the model on larger and more diverse

datasets to assess its generalizability and resilience to varied attack patterns.

5.2 Compare with other methods

In order to evaluate the effectiveness of our proposed Structured Semantics and Genera-
tion Embedded Network Intrusion Detection System (S2GE-NIDS) anomaly detection model,
we compared it against several baseline methods commonly used in the literature, including
Isolation Forest, One-Class SVM, AutoEncoder, and a basic statistical thresholding approach.

As shown in the Table 5.3, our method consistently outperforms the baselines across all
evaluation metrics. Notably, the S2GE model achieves higher recall and F1-score values, in-
dicating its superior ability to correctly identify anomalous events while maintaining low false
positive rates. The enhanced performance can be attributed to the semantic embedding approach
that effectively captures the complex temporal and relational patterns inherent in IoT data, which
traditional methods struggle to model.

The evaluation of the proposed S2GE-NIDS framework was conducted on the publicly
available CICIoT2024 benchmark dataset, comprising 238,687 network traffic samples with 10
distinct features. The dataset was split into training, validation, and test subsets with ratios of
70%, 15%, and 15% respectively.

The anomaly scores for each sample were calculated based on the Mahalanobis distance
between semantic embeddings generated by the MLP encoder and the learned center vector
representing normal behavior.

Evaluation on the independent test dataset yielded the following performance metrics:

* Accuracy: 0.9769

¢ Precision: 1.0000
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Table 5.2 Statistical Summary of Anomaly Scores on the Training Dataset

Method Statistical Data
Anomaly Score Range | 2.464 — 6.0292
Mean Anomaly Score | 3.9361

Standard Deviation | 0.6594

¢ Recall: 0.9772

* Fl1-score: 0.9885

The 99th percentile Mahalanobis distance threshold was set to 34.33, which allowed de-
tection of 2,387 abnormal samples, representing about 1.0% of the total test samples.

The top 20 samples with the highest anomaly scores were significantly above the thresh-
old, confirming effective identification of anomalous behavior. Conversely, the top 20 normal

samples had anomaly scores below the threshold, demonstrating good discrimination capability.

Table 5.3 Performance Comparison of Various Anomaly Detection Methods

Method Precision | Recall | F1-Score
Isolation Forest [9] 0.85 0.90 0.87
One-Class SVM [9] 0.85 0.80 0.80

Statistical [9] 0.65 0.50 0.60
S2GE Method 0.9769 1 0.9772
Method
0.90 oo
_ﬂ/—_——f 0.88
0.80 ——— — —

\ 0.62
0.60

Precision Recall F1-score

=== |solation Forest  =====One-Class SVM === Statistical Thresholding  e====S2GE

Figure 5.9 Mahalanobis Distances and Classification Results of Anomalous Samples
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Figure 5.9 shows that performance comparison of different anomaly detection methods on
Precision, Recall, and F1-score metrics. The purple line represents the proposed S2GE method,
which achieves the highest scores across all three metrics. Isolation Forest (blue) and AutoEn-
coder (green) demonstrate moderate performance, This visualization clearly highlights the su-

perior detection capability of S2GE in terms of both accuracy and recall.
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Chapter 6 Conclusion and Future Work

This paper proposes an anomaly detection framework called S2GE-NIDS, which combines
structured semantics and generation embedding technology to perform efficient and explainable
anomaly detection for Internet of Things (IoT) network traffic. Experimental results show that
this method can effectively capture complex semantic associations through double hash embed-
ding and lightweight multi-layer perceptron (MLP) architecture on the public benchmark dataset
CICIoT2024, and use Mahalanobis distance to score anomalies, achieving better precision and
recall than existing classic models (such as Isolation Forest, One-Class SVM and AutoEncoder).
At the same time, it has significant advantages in computing resource consumption and is suit-
able for resource-limited edge computing devices.

The contributions of this study include the innovative combination of double hashing and
linked lists to reduce hash collisions and effectively control the size of the embedding table,
thereby improving space and time efficiency. The statistical judgment mechanism based on
Mahalanobis distance not only improves the accuracy of anomaly detection, but also improves
the interpretability of the model. And adopting a lightweight MLP structure to reduce the com-
putational burden of deep models, it is suitable for real-time monitoring and embedded system
deployment.

In future work, we plan to extend the current model by integrating additional sensor data
and network traffic features, such as time-series data and behavioral patterns. By incorporating
these multi-dimensional data sources, the model s ability to detect complex anomalies can be
enhanced, leading to improved generalization across diverse [oT environments.

Furthermore, we aim to develop a real-time anomaly detection system that can be deployed
on edge devices. This will involve optimizing the inference efficiency and minimizing latency
to meet the stringent requirements of resource-constrained environments. The focus will be on
designing lightweight models and leveraging hardware acceleration techniques to enable timely
and accurate anomaly detection in operational settings.

In summary, this study provides an innovative architecture for loT anomaly detection that

combines structured semantics and generative embedding, showing good experimental results
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and application potential. Through subsequent research on the optimization of scalability, re-
silience and interpretability, it is expected to promote [oT security protection technology into a

higher level of practical application.
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