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Abstract

Keywords: VANETs, Denial-of-Service Attack, Hybrid Learning, Machine Learning, Deep
Learning, Cybersecurity, Intelligent Transportation Systems, XGBoost, Transformer, SUMO

Simulation.

With the continued advancement of vehicular communication technologies and the integra-
tion of 5G into Software-Defined Vehicles (SDVs) and Vehicular Ad-hoc Networks (VANETS),
both vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V21) communications have expe-
rienced substantial improvements. While these innovations enable critical functionalities such
as safety services, traffic coordination, and over-the-air (OTA) software updates, they also in-
troduce new security risks—most notably Denial-of-Service (DoS) attacks—that can severely
disrupt communication and endanger transportation safety.

To mitigate these threats, we propose a hybrid learning-based detection pipeline, TransBoost-
DoS. Our method employs a Transformer-based feature extractor to learn temporal dependencies
from vehicular message sequences, effectively modeling dynamic vehicle behaviors. Extracted
features are then classified by an XGBoost model to detect and distinguish among five types of
DoS attacks and benign traffic.

Evaluated using 5-fold cross-validation on a balanced VeReMi dataset, our proposed model
reaches a high accuracy of 99.67%, demonstrating robust outcome in identifying abnormal be-

haviors with minimal false positives.
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Chapter 1 Introduction

The rapid advancement of vehicular communication systems, coupled with the emergence
of 5G-powered Software-Defined Vehicles (SDVs) []1]], is reshaping the landscape of the auto-
motive sector. By incorporating Vehicular Ad-hoc Networks (VANETSs) [2] with 5G connectiv-
ity and SDVs architectures, substantial improvements have been achieved in both V2V and V2I
communications [3]. These developments support a wide range of intelligent functions, includ-
ing enhanced road safety, dynamic traffic coordination, and seamless OTA software updates [4].
Nonetheless, this increasing reliance on wireless technologies also brings heightened exposure
to cyber threats, particularly DoS attacks [5], which pose significant challenges to the resilience
and trustworthiness of vehicular networks.

Recent market forecasts indicate that the global market for SDVs is poised to expand signif-
icantly—from USD 213.5 billion in 2024 to an estimated USD 1,237.6 billion by 2030, reflecting
a robust compound annual growth rate (CAGR) of 34.0% [6]. This rapid growth is largely fu-
eled by the widespread implementation of OTA update mechanisms, which enable vehicles to
receive timely software upgrades and security patches. Additionally, automakers benefit from
this paradigm shift through reduced costs associated with product recalls, enhanced real-time
system diagnostics, and the ability to perform remote maintenance, thereby optimizing vehicle
lifecycle efficiency.

Despite the advantages of SDVs and 5G-Vehicle-to-everything (5G-V2X) communication,
the growing dependence on software-driven vehicular functions introduces new security risks.
DoS attacks [[7], in particular, exploit the open nature of VANETs by overwhelming the network
with excessive or malicious data traffic, disrupting communication between vehicles and infras-
tructure. Such attacks can degrade network performance, cause significant delays in message
delivery, disrupt critical safety applications, and even lead to road hazards. Traditional cryp-
tographic authentication mechanisms alone are insufficient to mitigate these large-scale disrup-
tions, necessitating the enhancement of machine learning (ML) based detection techniques to
identify abnormal traffic patterns and proactively defend against DoS threats in vehicular net-

works.



To address the evolving nature of DoS attacks in vehicular networks, we implement a
hybrid learning-based detection pipeline, termed TransBoost-DoS. The system first employs
a Transformer-based feature extractor to learn temporal dependencies from sliding windows
of vehicular message sequences, effectively capturing complex patterns of vehicle behavior.
These semantic feature representations are then passed to an XGBoost classifier, which per-
forms multi-class classification across five types of DoS attacks and Normal class, enabling
both attack detection and differentiation from benign traffic.

Transformers excel at modeling sequential dependencies and extracting high-level tem-
poral features from time-series data, making them suitable for representing dynamic vehicle
behaviors over time. On the other hand, XGBoost is a powerful gradient boosting framework
known for its robustness, efficiency, and interpretability in tabular classification tasks. By us-
ing Transformer for deep temporal encoding and XGBoost for final decision-making, the hybrid
model achieves both high representational eapacity and strong classification performance, while
mitigating overfitting and enhancing generalization.

To determine the proposed model’s performance capabilities, we conducted 5-fold cross-
validation [8] on the balanced version of the VeReMi dataset. The evaluation results indicate
that the hybrid approach achieves an impressive average accuracy of 99.67%, highlighting its
strong capability in identifying anomalous patterns while preserving a low false alarm rate for
legitimate traffic. To further verify its robustness in practical settings, we carried out supple-
mentary simulations using the Simulation of Urban MObility (SUMO) framework [9]. The
results from these simulations reinforce the model’s reliability in detecting misbehavior under
dynamic, real-world-like traffic conditions, consistently maintaining high precision and minimal
false positives.

The remainder of this paper is structured as follows: Chapter 2 reviews prior research
related to VANETs security, including developments in inter-vehicle communication, attack
modeling, dataset creation, and the use of ML for anomaly detection. Chapter 3 outlines the
methodology behind the proposed TransBoost-DoS framework, covering data preprocessing,
model design, and overall system architecture. Chapter 4 discusses implementation specifics,

such as the software and hardware configurations, training procedures, and deployment within



the SUMO simulation environment. Chapter 5 presents experimental findings, highlighting the
model’s detection accuracy across various attack scenarios. Lastly, Chapter 6 concludes with a
summary of key findings and suggests future work, focusing on expanding the detection scope
to include additional attack types, incorporating multi-modal sensor data, and optimizing the

model for real-time deployment on vehicular edge devices in practical VANETSs environments.



Chapter 2 Related Work

As VANETSs continue to evolve and become integral to intelligent transportation systems,
their associated security risks have drawn increasing attention from the research community.
While these networks enable real-time interactions among vehicles and with roadside infras-
tructure, they are concurrently vulnerable to numerous cybersecurity threats, including message
falsification, replay attacks, and DoS attacks. In order to comprehensively understand these vul-
nerabilities and assess existing defense strategies, this section presents a survey of related work
covering VANETSs security fundamentals, vehicular communication protocols, and methodolo-

gies for simulating attacks and constructing relevant datasets.

2.1 VANETs

VANETSs were initially conceptualized in 2001 as a means for enabling dynamic, peer-to-
peer communication among vehicles in a mobile ad-hoc environment [2]. According to [[10],
the security of such networks relies on eight fundamental principles, which are visually summa-
rized in Figure .1. A cornerstone of secure communication in VANETs is the establishment of
mutual authentication between participating nodes prior to any message exchange. Nonetheless,
this security measure can be compromised in scenarios involving DoS attacks. Specifically, an
entity possessing valid cryptographic credentials—such as a digitally signed certificate—can still
initiate malicious activities post-authentication. This highlights a critical limitation of conven-
tional signature-based methods, which are insufficient on their own to meet the comprehensive
authentication demands described in Figure P.1.

Message falsification constitutes a serious security risk in VANETSs, undermining both data
integrity and node authentication. In such attacks, adversaries exploit valid digital certificates
to masquerade as trusted participants within the network. Once authenticated, they transmit
misleading or fabricated messages to distort situational awareness. These falsified broadcasts
may involve incorrect location data, manipulated speed values, or fabricated traffic events, all

of which can disrupt normal vehicular coordination and potentially lead to dangerous driving



decisions or unfair resource utilization [[11]. These attacks may lead to route reconfiguration
and, in severe cases, may even result in collisions. Therefore, as illustrated in Figure 2.1, it is

crucial to ensure both data integrity and authentication.
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Figure 2.1: VANETs Security Requirements [[10]
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2.2 Vehicle Communication Technologies

Vehicle-to-Everything (V2X) communication [[12] serves as a foundational technology for
enabling real-time, low-latency data exchange between vehicles and with surrounding infras-
tructure. This communication paradigm aims to improve both traffic safety and operational
efficiency by supporting timely coordination and hazard awareness. In recent years, V2X tech-
nology has advanced, rapidly primarily encompassing two major communication standards:
Dedicated Short-Range Communications (DSRC) and Cellular Vehicle-to-Everything (C-V2X).
These two standards exhibit individual characteristics in terms of technical architecture and ap-

plication scenarios.



2.2.1 DSRC

The DSRC wireless communication system operates on the IEEE 802.11p protocol frame-
work, specifically engineered for automotive communication scenarios that demand minimal
latency and proximity-based data transmission capabilities. In support of vehicular safety ap-
plications, the Federal Communications Commission designated a dedicated 75 MHz spectrum
allocation from the 5.850-5.925 GHz frequency band exclusively for DSRC communication sys-
tems [13]. Operating in the 5.9 GHz frequency band, DSRC facilitates direct communication
between V2V and V2I.

A notable strength of DSRC lies in its independence from traditional cellular networks.
This autonomy allows it to function reliably even in regions with limited or no cellular cov-
erage, making it well-suited for latency-sensitive safety applications such as pedestrian alerts
and collision avoidance. Prior research indicates that DSRC can achieve latencies on the order
of milliseconds, enabling the prompt delivery of emergency messages and contributing signifi-

cantly to road safety [|14].

222 C-V2X

The Cellular Vehicle-to-Everything (C-V2X) protocol, established by the 3rd Generation
Partnership Project (3GPP) [[15], facilitates instantaneous data exchange among automobiles,
roadway infrastructure, pedestrians, and communication networks. This technology functions
through dual operational pathways: the PC5 interface providing direct, minimal-delay connec-
tivity independent of cellular network infrastructure, and the Uu interface enabling extensive
coverage communication through 4G LTE or 5G cellular systems.

By utilizing the advantages of 5G networks, including low latency and high data transmis-
sion rates, C-V2X can meet the demands of data-intensive applications such as high-definition
map updates and real-time visual analysis. These capabilities significantly expand the scope
of vehicular communication applications, enhancing both safety and efficiency in intelligent

transportation systems [|16].



2.2.3 Basic Safety Messages (BSMs) [17]

BSM is a standardized wireless message format used in VANETs that enables vehicles
to broadcast critical safety information to nearby vehicles and infrastructure. Transmitted via
DSRC or C-V2X technologies, BSMs contain data including vehicle position, speed, direction,
acceleration, and dimensions. This communication system supports collision warnings, inter-
section assistance, and hazard alerts, significantly enhancing road safety by allowing vehicles

and drivers to detect potential dangers beyond the capabilities of traditional sensors.

2.2.4 Vulnerabilities in Vehicular Communication Technolo-
gies

In [18], Sedar, Kalalas, Vazquez-Gallego, et al. present a comprehensive analysis of poten-
tial vulnerabilities in V2X, particularly in the context of increasing connectivity and the devel-
opment of autonomous driving. As V2X technology expands to include V2V, V2I, and vehicle-
to-pedestrian (V2P) communication, its unique system characteristics and diverse application
scenarios introduce an extensive attack surface. Common security threats include, but are not
limited to, message falsification, replay attacks, location spoofing, Sybil attacks, and DoS at-
tacks. These threats can lead to vehicle navigation errors, traffic congestion, and even traffic
accidents. Furthermore, privacy concerns in V2X communication have become increasingly
prominent, as attackers may exploit or misuse driver location data and identity information.
This study also explores advanced detection and defense mechanisms based on artificial intel-
ligence (Al) and ML and categorizes and evaluates existing security measures. The research
highlights that as V2X technology continues to be widely adopted, security requirements will
become more stringent, necessitating innovative solutions to counter the escalating cybersecu-
rity threats in future intelligent transportation systems.

In [[19], Masood, Saeed, Ali, et al. propose a holistic framework to strengthen VANETSs
security by addressing both the detection of fake nodes and the identification of falsified mes-

sages in an integrated manner. In contrast to prior approaches that typically handle these issues



in isolation, their method combines vehicle profile validatio leveraging attributes such as ge-
ographical location, vehicle ID and a reward-penalty mechanism to ensure message and node
authenticity. By leveraging a mesh network structure and Roadside Units (RSUs) based veri-
fication, their system mitigates security risks, reduces network disconnection, and strengthens
communication reliability. Validated through Opportunistic Network Environment simulator
experiments, their results demonstrate effective detection and prevention of malicious entities,
contributing to safer and more trustworthy vehicular communications for applications in traffic

management, emergency response, and smart cities.

2.3 Attack Simulation and Dataset Generation

2.3.1 Attack Simulation

In [[11], Lastinec and Keszeli investigate three major attack scenarios in V2V communi-
cation: replay attacks, message falsification, and Sybil attacks. To mitigate these threats, they
propose the use of digital signatures to make sure message completeness and introduce a novel
Sybil node detection method based on signal strength measurements. Their evaluation, con-
ducted in the OMNeT++ [20] simulation environment, demonstrates the effectiveness of these
mitigation strategies, providing practical approaches to enhancing the security of V2V commu-
nication.

In [21]], Gyawali and Qian introduced a deep learning (DL) driven Misbehavior Detection
System (MDS) tailored for VANETs. Their approach focuses on identifying abnormal behaviors
in Connected and Autonomous Vehicles (CAVs) by examining two major attack scenarios. The
first involves generating false alerts, malicious nodes disseminate deceptive messages, such as
emergency braking signals, hazard reports, or collision warnings. The second pertains to lo-
cation spoofing, wherein adversaries inject counterfeit positional data to impersonate multiple
virtual entities with fabricated coordinates. To estimate the effectiveness of their model, the
authors employed simulation-derived datasets, utilizing the Greenshield traffic model [22] to

assess false alert scenarios and incorporating the VeReMi dataset [23] for identifying location



falsification attacks. The experimental findings revealed that their method surpasses prior ap-
proaches in classification accuracy, recall, and its ability to handle multi-class attack types,

showcasing its potential to bolster VANETs security.

2.3.2 Dataset Generation

In [24], Van Der Heijden, Lukaseder, and Kargl introduced the Vehicular Reference Misbe-
havior Dataset (VeReMi), an open-access dataset intended to support reproducible attack scenar-
i0s, benchmarking of detection techniques, and the development of ML models for misbehavior
identification in VANETs. The dataset features position falsification attacks and includes simu-
lations involving attackers of various densities across diverse traffic environments and scenario
settings. Additionally, the authors evaluated several detection strategies such as Sudden Ap-
pearance Warning (SAW), Simple Speed Check (SSC), Acceptance Range Threshold (ART),
and Distance Moved Verifier (DMV) and offering a detailed analysis of their detection capabil-
ities and performance.

In [23], Kamel, Wolf, Van Der Hei, et al. offer an extended version of the VeReMi dataset
aimed at advancing anomalous behavior detection in VANETs. This enhanced dataset incorpo-
rates a broader range of sophisticated attack types, a more practical physical error model, and an
expanded volume of data. To establish a baseline, the research includes performance evaluations
of several basic detection methods. The authors explore three primary attack vectors—replay
attacks, message falsification, and Sybil attacks—and propose corresponding countermeasures.
These include leveraging digital signature techniques for data integrity and a novel approach to

Sybil node identification that utilizes signal strength analysis.

2.4 Machine Learning and VANETS

In [25], Feukeu and Mbuyu present a ML based approach to enhance link adaptation (LA)
in VANETs environments. Given the highly dynamic characteristics of VANETs—such as fluc-
tuating vehicle speeds, rapidly changing network topologies, and inconsistent wireless channel

conditions—ensuring reliable and efficient communication becomes a significant challenge. To



tackle this, the authors propose a multivariate linear regression model capable of predicting the
optimal modulation and coding scheme (MCS) in real time. The model relies on key input
features, including signal-to-noise ratio (SNR) and relative mobility speed. Simulation results
reveal that the approach offers strong adaptability across diverse mobility patterns and com-
munication conditions, delivering notable improvements in link reliability over conventional
methods. The study also emphasizes the critical role of data preprocessing, particularly nor-
malization and feature engineering, in maintaining the predictive accuracy and resilience of the
model.

In [26], Abi Singh, Kamboj, and Kaur investigate the role of ML and DL in strengthening
the outcome of VANETS, particularly within the context of Intelligent Transportation Systems
(ITS). Their work highlights how various learning paradigms, such as supervised, unsupervised,
and reinforcement learning, can be leveraged to address key challenges, including traffic con-
gestion detection, route planning, and cybersecurity. The study also provides a comparative
overview of frequently used VANETSs datasets, pinpointing their limitations and underscoring
the need for more comprehensive and representative data to drive future research. To enhance
system adaptability and robustness, the authors advocate for hybrid learning approaches and
outline potential directions for developing more efficient and scalable VANETs solutions.

In [27], Suganyadevi, Swathi, Santhiya, et al. present a ML driven traffic management
framework for VANETS, targeting the economic and environmental issues arising from urban
traffic congestion. The research examines the applicability of ML techniques to various aspects
of vehicular networks, such as predicting traffic flow, forecasting accidents, and monitoring
vehicle behaviors. By utilizing communication data exchanged between vehicles and Road-
side Units (RSUs), the study assesses the effectiveness of multiple ML models including Naive
Bayes (NB), Random Forest (RF), K-Nearest Neighbor (KNN), and Support Vector Machine
(SVM). Among these, RF is identified as the most effective for traffic flow prediction. The pro-
posed system is capable of dynamically adjusting traffic light schedules, identifying congestion
hotspots, and enhancing overall traffic fluidity. Moreover, the authors stress the importance of
employing real-world datasets for model training and validation, offering practical insights to

support the development of more efficient and intelligent transportation systems.
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In [28], Kadam and Krovi introduced a hybrid classification approach termed KSVM that
integrates SVM with KNN for the purpose of detecting Distributed Denial-of-Service (DDoS)
attacks in VANETs environments. This approach combines the strong feature separation capa-
bilities of SVM with the neighborhood-based decision logic of KNN to improve classification
performance. The proposed model was trained on a DDoS dataset sourced from Kaggle and
estimated using various key metrics, including sensitivity, precision, recall, accuracy, and error
rate. Experimental findings demonstrated that KSVM achieved superior results compared to
conventional ML algorithms, indicating its effectiveness in identifying malicious IP traffic and
its potential utility in bolstering VANETs security through intelligent detection techniques.

In [29], Hameed and Saini introduced a hybrid detection architecture that integrates DL
with conventional ML methods to classify multiple types of DoS attacks within vehicular net-
works. Leveraging the extended VeReMi dataset, they compiled a comprehensive dataset cov-
ering five distinct DoS variants and implemented composite models such as CNN with Decision
Tree (CNN+DT) and CNN+RF for multiclass classification. The proposed framework is specif-
ically designed to be lightweight, ensuring minimal execution time and memory consumption
—an essential consideration for deployment on resource-limited Onboard Units (OBUs). Of the
evaluated models, CNN+DT achieved the most favorable trade-off between classification accu-
racy, Fl-score, and computational efficiency, positioning it as a practical solution for real-time
DoS detection in VANETS scenarios.

In [30], Kumar, Shahid, Jaekel, ef al. introduce a ML-based detection framework aimed at
identifying replay attacks in VANETs environments. The study specifically addresses attacks
targeting BSMs and proposes a Misbehavior Detection System (MDS) designed to complement
existing cryptographic defenses by providing an additional security layer. Utilizing simulation
data derived from the VeReMi extension dataset [23], the framework demonstrates strong per-
formance in distinguishing genuine messages from those retransmitted with malicious intent.
Key evaluation metrics such as recall, accuracy, F1-score, and precision reflect the system’s
high effectiveness. The research also investigates multiple ML algorithms, including RF and
XGBoost, and refines feature selection strategies to minimize dependency on sender identity

information. Comprehensive testing across various traffic scenarios further confirms the frame-

11



work’s potential to enhance VANETSs security in dynamic conditions.

2.5 Transformer

In [31]], Vaswani, Shazeer, Parmar, et al. presented the Transformer model, a novel archi-
tecture for sequence modeling that eliminates the need for recurrence and convolution by relying
solely on attention mechanisms. Through the use of self-attention and multi-head attention, the
Transformer achieves efficient parallelization and excels at modeling long-range dependencies
in sequential inputs. Experimental evaluations demonstrated that the model not only surpassed
previous approaches in tasks like machine translation but also established new performance stan-
dards in terms of BLEU scores. Additionally, the integration of positional encodings allows the
model to maintain awareness of token order, compensating for the lack of recurrent structure
and enabling it to capture both syntactic and semantic relationships effectively.

In [B2], Ullah, Ullah, Srivastava, ef al. proposed a refined Transformer-based intrusion de-
tection model, referred to as IDS-INT, designed specifically for intelligent transportation system
environments. By integrating multi-head self-attention with a tailored deep architecture, IDS-
INT is capable of effectively learning spatiotemporal patterns within network traffic, thereby
enabling accurate identification of diverse attack types. The model was validated using stan-
dard benchmark datasets and exhibited outstanding outcome across multiple metrics, including
recall, accuracy, and F1-score, outperforming conventional ML and DL techniques. This study
highlights the promise of Transformer-based architectures in advancing the robustness and flex-
ibility of intrusion detection mechanisms within vehicular networks.

In [33], Shuvro, Khan, Rahman, et a/. introduced a Transformer-based forecasting model
aimed at predicting traffic flow within Software Defined Networking enabled VANETs (SDN-
VANETs). The proposed method leverages the self-attention mechanism of the Transformer
to capture intricate temporal patterns and long-range dependencies within traffic data, while
avoiding the structural constraints typically associated with recurrent and convolutional net-
works. Evaluation results revealed that this model surpasses conventional methods, such as

RNN and LSTM, in both predictive accuracy and resilience, underscoring the effectiveness of
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Transformer architectures in handling the ever-evolving and varied conditions present in vehic-

ular communication systems.

2.6 XGBoost

In [34], Chen and Guestrin presented XGBoost, a highly efficient and scalable gradient
boosting library tailored for large-scale ML tasks. This framework is engineered to deliver both
high computational efficiency and strong predictive performance. Key features include support
for parallelized tree construction, pruning techniques, and built-in regularization to reduce the
risk of overfitting. Owing to its robustness, accuracy, and versatility, XGBoost has become a
popular choice across a wide range of use cases such as regression, classification, and ranking
problems.

In [B5], Amaouche, AzidineGuezzaz, Benkirane, et al. proposed IDS-XGbFS, an intelli-
gent intrusion detection system tailored for VANETS security, built upon the XGBoost learning
algorithm. To improve detection performance and address class imbalance, the framework in-
tegrates Boruta for feature selection and applies the ADASYN oversampling technique. The
model’s effectiveness was assessed using two benchmark datasets—NSL-KDD and 5Routing-
Metrics. Experimental evaluations revealed that IDS-XGbFS consistently outperformed com-
peting ML models, including CNN and CatBoost, in terms of precision, accuracy, and recall,
confirming its suitability for practical deployment in vehicular network intrusion detection sce-
narios.

In [36], Li, Song, Zheng, et al. presents FEXGBIDS, a privacy-preserving intrusion de-
tection system for in-vehicle networks that combines federated XGBoost with cryptographic
optimization techniques. The system employs BatchCrypt algorithm to batch encrypt gradients,
reducing computational overhead by 65% compared to traditional Paillier encryption, while us-
ing BLS signatures for secure parameter aggregation and DDSketch for efficient feature buck-
eting. Evaluation on the Car Hacking dataset demonstrates that FEXGBIDS attains a detection
accuracy of 97.26%, closely matching the performance of centralized XGBoost models. More-

over, the framework exhibits strong resilience against adversarial attacks and is well-suited for
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scalable deployment within Internet of Vehicles (IoV) environments.
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Chapter 3 Methodology

This chapter presents the methodology of our hybrid learning-based detection model for
DoS attacks in VANETs. It outlines the simulation setup, data preprocessing pipeline, feature
selection, and model architecture. Using SUMO as the simulation framework, vehicular be-
havior is logged and exported as structured data, which is then analyzed externally to detect

abnormal message patterns representing potential DoS attacks.

3.1 System Architecture

The TransBoost-DoS system is designed to DoS-related attacks in VANETs using a com-
bination of realistic traffic simulation, structured behavioral logging, and a hybrid deep learning
detection pipeline. The system is composed of four modular components: the topology gener-
ation module, the behavior packets generation module, the attack detection module and report
module. Each component plays a distinct role in enabling an end-to-end workflow from syn-
thetic behavior generation to post-simulation threat identification. The entire simulation and
logging pipeline is implemented using the SUMO platform, python and Traffic Control Inter-
face (TraClI), while detection is performed using a pre-trained TransBoost-DoS model. Figure
illustrates the complete system workflow from SUMO simulation to TransBoost-DoS detec-

tion.

Building a road Simulation of
network Vehicle Behaviors
N — o
Logging
S Real-Time
Configuring - TransBoost-DoS
X A “«TraCl— | Vehicle Control | —Cgy—> —CSV—>
vehicle routing via TraCl Model
Reporting
Simulation start Generation
and control vehicles data csv

\_ /
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S
Topology Generation Behavior Packets Attack Detection
Module Generation Module Module
- @@

Figure 3.1: TransBoost-DoS system architecture

Report
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3.1.1 Topology Generation Module

The topology generation module is responsible for creating the road network and defining
vehicle routes for the simulation scenario. This module is implemented using SUMO, which
supports microscopic-level mobility control and dynamic vehicle behavior customization. The
road network is defined in a . net . xm1 file and consists of six parallel, unidirectional roads, each
represented by a single edge. Each road is 150 meters long, contains one lane, and supports a
maximum speed of 13.89 m/s.

Each vehicle flow is configured in the .rou.xml file. The simulation uses six flow defi-
nitions, each lasting for 120 seconds with a generation rate of 1200 vehicles per hour. Distinct
color values are applied to each flow for visualization, aiding post-simulation analysis.

This design provides a highly controlled yet behaviorally diverse environment, enabling
precise analysis of each attack type’s impact on communication and mobility patterns. Addi-
tionally, the clear lane separation ensures that feature extraction and classification are based

purely on behavior, not collision or congestion interference.

3.1.2 Behavior Packages Generation Module

The Behavior Packets Generation Module is responsible for simulating vehicle behavior
and generating communication-related data packets under both normal and attack conditions.
This module acts as the core of scenario dynamics, directly influencing the quality and diversity
of training data for the detection system.

To emulate realistic vehicular network interactions, the module integrates SUMO simu-
lation with TraClI for real-time vehicle control. Through Python scripts and application-level
logic, each vehicle’s behavior can be dynamically adjusted based on its role.

All vehicle status data, including timestamp, vehicle ID, speed, position, heading, lane ID,
and other dynamic fields, are recorded at each simulation step and exported in CSV format.
These logs form the basis of the feature set used for downstream classification by the detection

model.

16



3.1.3 Attack Detection Module

After the simulation is completed, the logged vehicle behavior data is segmented into over-
lapping time-series samples using a sliding window of fixed size. These samples are standard-
ized using a pre-fitted StandardScaler, which transforms each feature by removing the mean
and scaling to unit variance. This normalization step ensures that features with varying magni-
tudes are on a comparable scale, thereby enhancing the stability and performance of the detec-
tion model. The standardized samples are then fed into a pretrained TransBoost-DoS model for
inference.

The prediction results for each window are saved into a detection report file in CSV format,
enabling post-analysis, visualization, and forensic inspection. This offline detection architecture
ensures modularity, allowing new detection models to be integrated seamlessly without altering
the simulation pipeline.

This inference-only architecture eliminates the need for online training and guarantees con-
sistent, reproducible results across various simulation scenarios. A detailed explanation of the

model architecture is provided in the next section.

3.1.4 Report Module

The report module is responsible for generating a comprehensive detection report based
on the results from the attack detection module. It compiles the predictions for each sliding
window, including the predicted class label and confidence score, into a structured CSV file.
This report serves as the final output of the TransBoost-DoS system, providing a clear summary
of the detection results. The report can be used for further analysis, visualization, and forensic

inspection of the detected attacks.

3.2 Model Architecture

The overall architecture of the proposed TransBoost-DoS model is illustrated in Figure 3.2.

To effectively DoS attacks in highly dynamic vehicular environments, the proposed TransBoost-
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DoS system adopts a hybrid model architecture that combines a Transformer [31] temporal fea-

ture extractor with an XGBoost [34] classifier. This architectural approach takes advantage of

the synergistic benefits offered by combining deep learning with conventional ML techniques.
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Figure 3.2: TransBoost-DoS model architecture

Transformers excel at handling sequential data by employing self-attention mechanisms,

which allow them to model long-range dependencies and intricate temporal dynamics in ve-

hicular behavior. This capability facilitates the extraction of informative representations from

communication sequences, aiding in the identification of anomalous patterns.

XGBoost complements this by efficiently handling structured data with strong generaliza-

tion and interpretability. As a second-stage classifier, it delivers fast, accurate decisions and

offers feature importance insights.

Table summarizes the key motivations behind integrating these two models. It high-

lights their respective weaknesses, how one complements the other, and the resulting advantages

offered by the hybrid approach.

Table 3.1: Complementarity of Transformer and XGBoost in hybrid architecture

Weakness Model Affected g;mplement Hybrid Advantage
Cannot model tempo- Enables modeling of sequential be-
. p XGBoost Transformer haviors and time-dependent attack
ral dependencies
patterns
Needs manual feature Learns high-level representations di-
s . XGBoost Transformer rectly from raw sequences, reducing
engineering .
preprocessing efforts
High computational Offers fast, lightweight, and in-
cost and less inter- | Transformer XGBoost terpretable decisions using learned
pretability Transformer features
Difficult to deploy on Reduces resource demands via shal-
edge devices due to | Transformer XGBoost low trees, enabling real-time infer-
model size ence on OBUs

To offer a thorough explanation of the proposed TransBoost-DoS detection system, this

18



section details each component of the model architecture. We begin by describing the data input
and preprocessing pipeline, which prepares vehicular communication messages for temporal
feature extraction. Subsequently, we present the Transformer-based feature extractor and the
XGBoost-based classification module, outlining their respective roles and functionalities within

the hybrid learning framework.

3.2.1 Data Preprocessing

To initiate the training process, we first loaded the raw dataset Veremi_dataset.csv [37]
and performed data cleaning and filtering. Figure B.3 illustrates the raw dataset. Initially, only
rows with type = 3 were retained, as these entries represent messages received from other
vehicles, which are more indicative of attack-related behaviors: Subsequently, all entries with
attack = 0 were relabeled as attack_type = "Normal", designating them as benign com-
munication instances.

After labeling, we filtered the dataset to retain only samples with attack_type belong-
ing to six target categories: Normal, DoS, DoS disruptive, DoS disruptive sybil, DoS
random, and DoS random sybil. This ensures that the final dataset includes both malicious
and benign samples specifically relevant to the DoS detection task.

In terms of feature selection, we removed non-informative or redundant columns such as
Unnamed: O, type, and attack, which do not contribute to the learning objective. This pre-
processing stage ensures that the model is trained and evaluated using only the most meaningful
and discriminative features. The final column, attack_type, serves as the ground-truth label
indicating the class of each instance.

Figure B.4 illustrates the preprocessing flowchart, which outlines the steps taken to prepare

the dataset for training.

3.2.2 Transformer-based Feature Extraction [31]

This module is responsible for encoding the temporal dependencies in the BSMs sequences.

It consists of the following stages:
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Figure 3.4: /Data preprocessing flowchart

» Feature Embedding: Projects raw input features into a higher-dimensional space for sub-

sequent processing.

* Positional Encoding: Adds learnable position embeddings to retain temporal order within

the input sequence.

» Temporal Pooling: Aggregates the transformer outputs using mean pooling across the

time dimension.

» Layer Normalization: Applies normalization to stabilize and generalize the final encoded

vector.

The output is a compact, fixed-size semantic vector representing the behavioral patterns in the

input BSMs window.

3.2.3 XGBoost-based Attack Classification [34]

The semantic feature vector is passed to the XGBoost classifier, which performs:
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* Iterative Tree Boosting: Forms a sequence of trees, each tree focuses on minimizing the

errors made by its predecessors.

* Model Update: Refines the predictions using gradient and hessian information derived

from classification loss.
* Prediction: Outputs a final predicted class label that corresponds to a specific classes.

This hybrid design leverages the sequence modeling power of Transformers and the struc-
tured classification strength of XGBoost to deliver effective and interpretable detection of com-

plex attacks in VANETs.

3.2.4 Evaluation

To facilitate analysis and benchmarking, the model architecture is designed to allow mod-
ular evaluation. Both the Transformer and XGBoost components can be independently assessed
and compared with baseline variants. This structure supports consistent evaluation across ex-

periments. A detailed performance analysis is provided in Section }4.2.4.
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Chapter 4 Implementation

This chapter presents the detailed implementation of the proposed TransBoost-DoS sys-
tem. We begin with the environment setup, covering both the hardware specifications and the
software tools required to support the simulation and machine learning components. Next, we
delve into the model implementation details, including the development of the Transformer and
XGBoost-based detection pipeline, along with the data preprocessing, training, and evaluation
procedures. Following this, we introduce thethe design of the attack detection scenario, which
defines the road topology, vehicle behaviors, and attack patterns used throughou the simulation.
Finally, we elaborate on the integration of our system into the SUMO simulation for realistic

vehicular network testing.

4.1 Setup

4.1.1 Hardware and Software Requirements

Table @. 1] outlines our hardware requirements. The computer we use to execute the code is
furnished with a 12th Gen Intel(R) Core(TM) 17-12700 CPU, an NVIDIA RTX 3080Ti 12GB
GPU, and 64GB of DDR4-3400MHz memory.

Table 4.1: Hardware requirements

Hardware Type Name

CpPU 12th Gen Intel(R) Core(TM) 17-12700
GPU NVIDIA RTX 3080Ti 12GB
Memory DDR4-3400MHz 64GB

Table B.2 outlines our software requirements. Our code execution environment is Windows
10, and we use Python 3.13.2 as the programming language. The simulation framework used is
SUMO 1.23.1 , which is a widely used open-source tool for simulating vehicular networks.

Table {.3 outlines the main Python packages used in our implementation.

22



Table 4.2: Software requirements

Software Type Software Name | Version
Operating System Windows [38] 10
Programming Language | Python [39] 3.13.2
Simulation framework SUMO [9] 1.23.1

Table 4.3: Main python packages used

Package Version | Purpose License

pytorch-gpu [40] | 2.6.0 | Deep learning framework used for BSD
Transformer model

xgboost-gpu [34] | 2.1.4 | Gradient boosting classifier used for | Apache 2.0
final classification.

seaborn [41]] 0.13.2 | Statistical data visualization. BSD

matplotlib [42] 3.10.0 | Data Visualization. PSF

scikit-learn [43] 1.6.1 | Preprocessing,evaluation and cross- BSD
validation.

pandas [44] 2.2.3 | Data manipulation and CSV read- BSD
ing;

numpy [435] 2.2.5 | Numerical operations and array BSD
handling.

json [46] Built-in | JSON encoding and decoding for PSF
saving reports.

os [47] Built-in | File handling and system opera- PSF
tions.

4.1.2 Environment Setup

This section outlines the proper setup of the environment used for our experiment.To begin,
we utilized Anaconda as our package management tool for the implementation. Therefore, you
should first visit the official Anaconda website (https://www.anaconda.com/download) to
download the software. As illustrated in Figure §.1], click the ”Download” button to initiate the
download.

When the installation is complete, a new environment must be created to maintain the

independence of all packages. To do this, open the Anaconda Prompt and enter
conda create -—name environment-name

to create a new environment, as illustrated in Figure §.2.

Then to activate the environment by entering similar to the first command shown in Figure §.3.

conda activate environment-name

23


https://www.anaconda.com/download

) ANACONDA Products Solutions Resources Partners Company m signin

Download Now

For installation assistance, refer to

Download Anaconda Distribution or by choosing the proper installer for your
machine. Learn the difference from our

Anaconda Installers

&S o A

n SRR Loz RN d

Figure 4.1: Anaconda official website
=) Anaconda Prompt

create --name vanet

Figure 4.2: Anaconda for creating new environment
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Figure 4.3: Anaconda for activating environment
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Next, use the following command to install the remaining packages in the enabled envi-

ronment:

conda install conda-forge: :pytorch-gpu=2.6.0
conda install conda-forge: :py-xgboost-gpu=2.1.4
conda install seaborn=0.13.2 matplotlib=3.10.0 pandas=2.2.3

Figure 4.4 , #.5 and }.4 illustrates the installation process.

£5 Anaconds Prompt - conda install conda-forge-pytorch-gpu=2.6.0

onda install conda-fo

ata.json): done

e Plan ##

environment location:

onda install conda-f

metadata (repodata.json): done
ronment : done

Plan ##

environment

add

The

Figure 4.5: Anaconda for installing xgboost
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nda install seaborn=0.13.2 matplotlib=3.10.0 pandas

data (repodata.json): done
ne

e Plan ##

ent location: C inaconda3\eny

Figure 4.6: Anaconda for installing packages

Finally, we use the commmand conda list to verify that all packages have been success-

fully installed. The verification procedure is depicted in Figure 4.7.

\anaconda3\envs\vanet:

2]
nda
conda-

conda-f
conda-{

Figure 4.7: Anaconda for listing installed packages

To simulate the vehicular environment, we also need to install SUMO. To do this, visit
the official SUMO website (https://sumo.dlr.de/docs/Downloads.php) and download
the software. As illustrated in Figure #.§, and choose the download method based on specific

operating system.
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SUMO - Latest Release (Version 1.23.1)

Release date: 08.05.2025

Windows

Binaries (64 bit), all dlis needed, the examples, tools, and documentation in HTML format. For an explanation of the contents and the licensing (especially c
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+ 64-bit installer with all extras (contains GPL cods
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SUMO-Game
« Windows binaries: sumo-game-
Linux
The community maintains several repositories notably at the of ice @. For a detailed list of repositories see below.

To add the most recent sumo to your ubuntu from the launchpad repository you will need to do:

Figure 4.8: SUMO official website

After downloading, follow the installation instructions provided on the SUMO website to

complete the setup. Figure .9 to Figure illustrates the installation process.

5 SUMO Setup — X

Welcome to the SUMO Setup Wizard

The Setup Wizard will install SUMO on your computer, Click
Mext to continue or Cancel to exit the Setup Wizard.

Figure 4.9: SUMO installer Initial screen
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15 SUMO Setup — *
End-User License Agreement {
Please read the following license agreement carefully />

- - - ]
Eclipse Public License - v 2.0
THE ACCOMPANYING FROGEAM IS FROVIDED UNDEE. THE
TERMS OF THIS ECLIPSE PUBLIC LICENSE (“AGREEMENT ).
ANY USE, REPRODUCTION OR DISTRIBUTION OF THE
PROGRAM CONSTITUTES RECIPIENT'S ACCEPTANCE OF
THIS AGREEMENT.
1. DEFINITIONS
“Contribution” means: “

[11 accept the terms in the License Agreement
Print Back Next Cancel

Figure 4.10: SUMO installer License Agreement

18 SUMO Setup — X
S e
Destination Folder \
Click Next to install to the default folder or dick Change to choose another, />
Install SUMO to:

iC:\Program Files (x86) \Edipse\Sumo,

Change...

Itis strongly recommended to install Python (if you do not have it already).

If you want to use the Python tools, please also install the dependendes using
'pip install + 3%SUMO_HOME %4/tools requirements. txt'. If you want to use the
libzumo Python bindings, please install them separately with 'pip install libsuma'.

Set SUMO_HOME and adapt PATH and PYTHONPATH.

Eack . Next Cancel

Figure 4.11: SUMO installer destination folder
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15 SUMO Setup - X

Ready to install SUMO ;ﬁ

Click Install to begin the installation, Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

Figure 4.12: SUMO ready to install

15 SUMO Setup — X

Installing SUMO /~>~

Please wait while the Setup Wizard installs SUMO,

Status:

Figure 4.13: SUMO installer progress

29



15 SUMO Setup

Completed the SUMO Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 4.14: SUMO finished installation

4.2 Model Implementation Details

4.2.1 Data Reduction & Balancing

To prevent the model from becoming biased toward majority classes during training, a data
balancing strategy was implemented. The original dataset exhibited significant class imbalance
among the various DoS attack types after filtering for type = 3. Specifically, the number of
samples per attack class was as follows: DoS (527,852), DoSDisruptive (524,044), DoSRandom
(522,672), DoSDisruptiveSybil (480,073), and DoSRandomSybil (480,073).

We capped the number of samples per class at a maximum of 480,000. Classes exceeding
this threshold underwent random undersampling to reduce their sizes, while classes with fewer
than 480,000 samples retained all available entries. This approach results in a uniformly dis-
tributed dataset across all six classes, including the Normal class, which is derived from entries
labeled with attack = O.

By enforcing this balancing step, we ensure equal representation of each class during train-

ing, which is critical for achieving robust and unbiased multi-class classification performance.
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4.2.2 Data Split

To evaluate the TransBoost-DoS system, the dataset was first divided into two primary
subsets: 80% for training and validation and 20% for final testing. This separation ensures that
the final test set remains completely unseen during model development, providing an unbiased
assessment of generalization performance. The training and validation portion was later used for
cross-validation, which is described in detail in the Model Evaluation subsection. The overall

data partitioning strategy is illustrated in Figure §4.13.

Original Dataset (100%)

80% 20%

Training + Validation Set (80%) Test Set (20%)

Figure 4.15: Data split process

4.2.3 Model Training

The proposed TransBoost-DoS detection system adopts a hybrid architecture that integrates
a Transformer-based temporal feature extractor with an XGBoost classifier for multi-class DoS
attack detection in VANETs. This architecture is designed to leverage the Transformer’s ca-
pability in modeling sequential vehicular behavior while utilizing XGBoost’s gradient-boosted
decision trees for efficient and interpretable classification.

The selected feature matrix, composed of 17 preprocessed features, is first standardized
and transformed into fixed-length time-series sequences using a sliding window of size 30 and
stride 3.

We initialize the VANET TransformerFeatureExtractor model with the following configu-
ration: input dimension of 17, hidden dimension of 256, four encoder layers, four self-attention
heads, and a dropout rate of 0.6. During training, the Transformer operates in full mode to ex-

tract temporal representations; during final feature extraction, it is set to evaluation mode. The
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model outputs 256-dimensional latent feature vectors by applying linear embedding, learnable
positional encoding, multi-head attention, and mean pooling across time steps.

After training the Transformer and softmax classification head on each fold using cross-
entropy loss and Adam optimizer, the Transformer is reused to extract high-level features for the
entire dataset. These features are then input into an XGBClassifier with 100 boosting rounds, a
learning rate of 0.1, and a multi:softmax objective for six-class classification, including Normal
and five DoS subtypes.

This two-stage pipeline enhances detection accuracy and generalization by combining deep
temporal modeling with ensemble-based decision boundaries, making it well-suited for real-time

deployment in vehicular communication environments.

4.2.4 Model Evaluation

During the evaluation stage of the TransBoost-DoS system, a 5-fold cross-validation strat-
egy is employed to enhance robustness and ensure generalizability across varied data partitions.
The balanced dataset, comprising normal samples and five distinct DoS attack types, is ran-
domly divided into five equal parts using KFold from scikit-learn, with shuffling enabled and a
fixed random seed to maintain reproducibility.

In each iteration, one subset serves as the test set while the remaining four are used for train-
ing. Within every fold, the Transformer-based feature extractor and the accompanying softmax
classification head are trained jointly using cross-entropy loss, the Adam optimizer, and dynamic
learning rate adjustment. Early stopping is applied to avoid overfitting when no improvement
in validation loss is observed over consecutive epochs.

Once training is complete, the extracted feature representations are passed to the XGBoost
classifier for final prediction. Model outputs are then compared to ground truth labels to com-
pute performance metrics such as recall, accuracy, precision, and F1-score for each fold. Ad-
ditionally, class-wise accuracy scores are averaged to assess detection consistency across all
categories. The best-performing model based on peak validation accuracy is preserved for later
deployment or further analysis.

This cross-validation framework enables comprehensive evaluation under diverse condi-
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tions. Figure illustrates the 5-fold cross-validation process, where each fold is trained and

evaluated independently to ensure that the model’s performance is not overly dependent on any

single data partition.

All Data
Fold 1 Fold 2 Fold 3 Fold 4 Fold 5
Split 1 Test Train Train Train Train
Split 2 Train Test Train Train Train
Split 3 Train Train Test Train Train
Split 4 Train Train Train Test Train
Split 5 Train Train Train Train Test

Figure 4.16: 5-fold cross-validation

4.3 Attack Detection Scenario

To evaluate the outcome of the TransBoost-DoS system, we construct two distinct simula-

tion scenarios using SUMO, as illustrated in Figure §.17.

» Scenario 1 : All vehicles broadcast standard BSMs reflecting legitimate driving behavior.
The vehicle-mounted detection model receives and processes these messages, correctly

identifying them as normal and forwarding them to downstream vehicular applications.

* Scenario 2 : One vehicle is designated as the attacker and transmits BSMs that mimic
different types of DoS attacks (e.g., disruptive, random, or Sybil-based). The detection
model on the receiving vehicle analyzes the message patterns, identifies them as attacks,

and classifies the attack type. Malicious messages are discarded, and relevant information

is logged for further analysis.

Figure shows a flowchart of the attack detection process.
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Figure 4.17: DoS attack detection scenario
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Figure 4.18: DoS attack detection flowchart
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4.4 Simulation Implementation Details

4.4.1 Simulation Configuration

To faithfully emulate the dynamics of vehicular communication and assess the performance
of the TransBoost-DoS system, we configured a SUMO-based simulation environment with
carefully selected parameters. Table #.4 summarizes the main simulation settings.

Table 4.4: Simulation parameters

Setting Description

Simulation Duration 120 seconds

Road Network Topology 6 parallel unidirectional roads
Length: 150 meters per lane

Speed Limit 13.89:m/s (equivalent;to-50 kim/h)

Traffic Flow Setup 1200 vehicles per hour per lane

Output Format CSV format for exporting vehicle behavior logs

Receiver Vehicle Simulated using a Python-based logic for message re-
ception and inference

These parameters were chosen to balance realism, scalability, and computational efficiency.
A 120-second simulation window provides adequate runtime to observe the behavioral impact
of DoS attacks while maintaining manageable output data size. The six-lane parallel road struc-
ture minimizes intersection effects, ensuring that vehicle behavior and message patterns are not
confounded by external traffic dynamics. The speed limit of 13.89 m/s reflects typical urban
mobility scenarios, and a vehicle generation rate of 1200 vehicles per hour per lane ensures suf-
ficient message density for evaluating the detection system. Output in CSV format simplifies
downstream preprocessing and integration with the TransBoost-DoS detection pipeline. Finally,
the receiver vehicle is emulated via a Python script that interfaces with the SUMO simulation
to receive messages and perform inference using the trained model. The following subsections
detail the construction of the road network, route definition, and SUMO GUI visualization pro-

CCSS.

35



4.4.2 SUMO Network and Route File Creation

First we need to create a SUMO network and a route file. In this case, we construct a straight
network composed of six parallel roads running from left to right. The network file, saved in
XML format, follows the standard structure defined by SUMO. It specifies details such as the
number of lanes per road, speed limits, and the geometric layout of each road segment. Each of
the six lanes represents an individual route traveling in the same direction, simulating parallel
traffic flows. Figure illustrates the creation of this six-lane left-to-right road network using

SUMO Netedit.

|| Ble Modes Edit Lock Processing Locate Tools Window Language telp ||| [NSENESGHN &2 pemand e Data Lfﬂ‘
@@ . s |® B e o i @ mlo | B N VS8 T AB v m o]

Inspect

|

10m
[E—

Figure 4.19: SUMO netedit for creating network file

After creating the network file, we need to create a route file that defines the traffic flow
in the network. In this case, we build a vehicle that contains a normal vehicle and five different
DoS attack vehicles. The route file is saved in the XML format, which is the standard format for
SUMO route files. The route file contains information about the vehicles, including their types,

speeds, and routes. Figure illustrates the creation of the route file using SUMO Netedit.
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Figure 4.20: SUMO netedit for creating route file

To visualize the simulation, we can use SUMO’s GUI tool, which provides a graphical
interface to observe the traffic flow and vehicle behavior in the network. Figure illustrates

the SUMO GUI tool for visualizing the simulation.

[# Fle Edit Settings Locate Simulaton Window Language Help
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Figure 4.21: SUMO GUI for visualizing the simulation
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Chapter 5 Result & Analysis

5.1 Evaluation Metrics

To quantitatively assess the performance of the proposed TransBoost-DoS system, we
adopt four widely used classification metrics: accuracy, precision, recall, F1-score and con-
fusion matrix [48]. These metrics provide a comprehensive evaluation of the model’s ability
to correctly identify each class, especially in a multi-class setting involving both normal and

various DoS attack types.

+ Accuracy calculates the percentage of instances that were classified correctly out of all

classification attempts.

TP +TN
TP+TN+FP+ FN

(5.1)

Accuracy =

* Precision calculates the proportion of true positives among all instances classified as pos-

itive.
TP

Precision = ’_Z—v_P—f——P’_P (52)

* Recall calculates how many true positive cases the model successfully detected out of all

actual positive instances.

TP
R@C(Lll = m—m (53)

* Fl-score summarizes a model’s accuracy by considering both precision and recall, using
their harmonic mean to ensure that neither metric is overlooked.
Precision X Recall

F1 =2 5.4
seore % Precision + Recall (54

* Confusion Matrix offers a comprehensive view of the classification model’s predictive

performance by quantifying true positives, true negatives, false positives, and false nega-
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tives for each category.

TP FP
(5.5)

FN TN

These metrics are computed for each of the six classes (Normal and five DoS variants),
and macro-averaged over all classes to provide an overall performance summary. Additionally,
class-wise accuracy is recorded separately to highlight the system’s ability to detect specific
attack types. A normalized confusion matrix is also generated to visualize prediction distribution
and potential misclassification trends.

From a cybersecurity standpoint, recall is crucial to ensure that actual attacks are not missed,
while precision helps reduce false alarms that may disrupt normal communications. These met-
rics, along with the confusion matrix, provide a balanced view.of detection effectiveness and

reliability in VANETs.

5.2 Results

5.2.1 Performance Analysis of TransBoost-DoS

To thoroughly assess the detection capability and reliability of the proposed TransBoost-
DoS system, we performed a comprehensive evaluation using the balanced VeReMi dataset and
applied 5-fold cross-validation. The performance was analyzed based on key metrics: accuracy,
precision, recall, and Fl-score, all of which provide a holistic view of the system’s ability to
distinguish normal from malicious traffic in VANETs.

The confusion matrix (see Figure B.1)) reveals the distribution of model predictions across
all classes. The results show a clear dominance of correct predictions along the diagonal, indi-
cating that the system can accurately differentiate between Normal, DoS, DoS disruptive, DoS
random, DoS disruptive sybil, and DoS random sybil attack types. Misclassifications are mini-
mal, underscoring the robustness of the hybrid learning approach.

Further, the classification report (see Figure 5.2) quantifies the detection performance for

each class. TransBoost-DoS achieves exceptionally high scores across all evaluated categories,
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Confusion Matrix (Normalized %), Accuracy: 99.67%
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Figure 5.1: Confusion matrix of TransBoost-DoS

with precision, recall, and F1-score values all exceeding 99% for every attack type as well as
normal traffic. Specifically, the system attains a macro-averaged accuracy of 99.67%, which
demonstrates both the discriminative power and generalizability of the model in diverse VANETSs
attack scenarios.

[Final Test Classification Report]

Class Normal: Precision=0.9988, Recall=0.9936, F1=0.9962

Class DoS: Precision=0.9970, Recall=0.9988, F1=0.9979

Class DoSDisruptive: Precision=0.9963, Recall=0.9981, F1=0.9972

Class DoSRandom: Precision=0.9950, Recall=0.9961, F1=0.9956
Class DoSRandomSybil: Precision=0.9958, Recall=0.9948, F1=0.9953
Class DoSDisruptiveSybil: Precision=0.9970, Recall=0.9985, F1=0.9978

Overall Accuracy: 0.9967

Figure 5.2: Classification report of TransBoost-DoS

5.2.2 Comparison with Baseline Models

To reinforce the validation of the proposed TransBoost-DoS system, we carried out a com-

parative study with two baseline models:

40



* Transformer-only Model: This model utilizes only the Transformer-based feature ex-

tractor without the XGBoost classifier.

* XGBoost-only Model: This model employs the XGBoost classifier directly on the raw

input features without any temporal feature extraction.

The effectiveness of these baseline models was evaluated using the same balanced VeReMi
dataset and 5-fold cross-validation, allowing for a fair comparison with TransBoost-DoS. The
results, summarized in Table [5.1], indicate that the TransBoost-DoS system significantly outper-
forms both baseline models across all metrics.

Table 5.1: Performance comparison of baseline models

Models Metrics Classes
Normal DoS DoSDisruptive | DoSRandom | DoSRandomSybil | DoSDisruptiveSybil
Precision | 93.32% | 40.35% 39.44% 69.62% 69.84% 44.62%
XGBoost Only Recall 83.75% | 47.58% 34.99% 71.88% 63.81% 48.66%
F1 Score | 88.28% | 43.67% 37.08% 70.74% 66.69% 46.55%
Precision | 99.10% | 82.10% 81.69% 69.61% 75.97% 91.56%
Transformer Only Recall 90.18% | 90.60% 86.71% 85.32% 62.73% 79.99%
F1 Score | 94.43% | 86.14% 84.12% 76.67% 68.72% 85.39%
Precision | 99.88% | 99.70% 99.63% 99.50% 99.58% 99.70%
Transformer + XGBoost | Recall 99.36% | 99.88% 99.81% 99.61% 99.48% 99.85%
F1 Score | 99.62% | 99.79% 99.72% 99.56% 99.53% 99.78%

Figure 5.3 and 5.4 show the confusion matrices for the XGBoost-only and Transformer-
only models. The XGBoost-only model suffers from significant misclassifications across mul-
tiple DoS variants, revealing its limited capacity to distinguish complex vehicular behaviors. In
contrast, the Transformer-only model exhibits clearer diagonal patterns, suggesting improved
temporal learning, though confusion remains among similar attack types such as DoSRandom
and DoSRandomSyhbil.

Corresponding classification reports in Figure 5.3 and [5.6 further support these findings.
While Transformer-only outperforms XGBoost-only, still falls short compared to the hybrid

TransBoost-DoS system.
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XGBoost-only Confusion Matrix (Accuracy: 58.44%)
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Figure 5.3: Confusion matrix of XGBoost-only model
Transformer-only Confusion Matrix (Accuracy: 82.59%)
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Figure 5.4: Confusion matrix of Transformer-only model
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[Final Test Classification Report]

Class Normal: Precision=0.9332, Recall=0.8375, F1=0.8828

Class DoS: Precision=0.4035, Recall=0.4758, F1=0.4367

Class DoSDisruptive: Precision=0.3944, Recall=0.3499, F1=0.3708

Class DoSRandom: Precision=0.6962, Recall=0.7188, F1=0.7074
Class DoSRandomSybil: Precision=0.6984, Recall=0.6381, F1=0.6669
Class DoSDisruptiveSybil: Precision=0.4462, Recall=0.4866, F1=0.4655

Overall Accuracy: 0.5844

Figure 5.5: Classification report of XGBoost-only model

[Final Test Classification Report]

Class Normal: Precision=0.9910, Recall=0.9018, F1=0.9443

Class DoS: Precision=0.8210, Recall=0.9060, F1=0.8614

Class DoSDisruptive: Precision=0.8169, Recall=0.8671, F1=0.8412
Class DoSRandom: Precision=0.6961, Recall=0.8532, F1=0.7667

Class DoSRandomSybil: Precision=0.7597, Recall=0.6273, F1=0.6872
Class DoSDisruptiveSybil: Precision=0.9156, Recall=0.7999, F1=0.8539

Overall Accuracy: ©.8259

Figure 5.6: Classification report of Transformer-only model

5.2.3 Discussion

The results clearly demonstrate that the TransBoost-DoS system outperforms both baseline
models, achieving a macro-averaged accuracy of 99.67% and consistently high precision, recall,
and F1-score across all classes. The Transformer-based feature extraction effectively captures
the temporal dependencies and complex patterns in vehicular message sequences, while the XG-
Boost classifier leverages these rich features to provide fast and interpretable attack detection.
This hybrid approach minimizes false positives and maintains high true positive rates, even in
the presence of complex or ambiguous attack behaviors. The comparative analysis highlights the
limitations of using either Transformer or XGBoost alone for DoS attack detection in VANETs.
The Transformer-only model, while better than the XGBoost-only model, still struggles with
certain attack types, particularly those with subtle behavioral variations. The XGBoost-only
model fails to capture the temporal dynamics of vehicular messages, leading to poor perfor-
mance across all metrics. In contrast, the TransBoost-DoS system integrates the strengths of
both models, achieving highly accurate results in DoS attack detection for vehicular networks.

This positions the system as a strong candidate for real-world deployment in intelligent trans-
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portation environments, where rapid and precise attack detection is critical for ensuring traffic
safety and cybersecurity. The results confirm that TransBoost-DoS offers a reliable and ef-
fective solution for detecting DoS attacks in VANETSs, successfully integrating high accuracy,
resilience, and computational efficiency. Its capability to maintain high detection rates while
minimizing false positives highlights its potential for deployment in real-time intelligent trans-

portation systems.

5.3 Simulation Results

The simulation results were obtained using the SUMO framework, which allowed us to
create realistic vehicular traffic scenarios and evaluate the performance of the TransBoost-DoS
system under dynamic conditions. To evaluate the proposed detection and message forwarding
system, we conducted comprehensive simulations involving both normal and attack scenarios in
a SUMO-based vehicular network environment. The simulation results are summarized below,
with visual evidence shown in Figures 5.7 to b.1d.

During the simulation, the system dynamically predicted the type of each message window
using a hybrid deep learning and XGBoost classifier. As illustrated in the simulation logs (see
Figure [5.7), when the model detected an attack type, the corresponding message was immedi-
ately dropped demonstrated by the output [DROP] window N predicted as (attack_type)
message dropped thereby preventing the malicious information from being forwarded within
the network. This robust detection and blocking mechanism is essential for mitigating the impact
of denial-of-service and Sybil attacks in vehicular environments.

[DROP] Window 1619 predicted as Attack (DoS), message dropped, inference time: 0.00358s
[DROP] Window 1620 predicted as Attack (DoS), message dropped, inference time: ©.00327s
[DROP] Window 1621 predicted as Attack (DoS), message dropped, inference time: 0.00327s

[DROP] Window 1622 predicted as Attack (DoS), message dropped, inference time: 0.00349s
[DROP] Window 1623 predicted as Attack (DoS), message dropped, inference time: 0.00330s

Figure 5.7: Simulation log of prediction and message dropping

Conversely, when the prediction result was ”Normal” (see Figure [.§), the message was
successfully forwarded to other vehicles, as indicated by the [FORWARD] window N predicted

as Normal, forwarding to: [...]. This behavior demonstrates that the proposed system
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is able to distinguish legitimate traffic and allows safe message propagation, thereby maintaining

efficient V2V communication under normal circumstances.

[FORWARD] Window 1094 predicted Normal, forwarding to: [' ‘car_2'], inference
[FORWARD] Window 1095 predicted Normal, forwarding to: [' ‘car_2'], inference

[FORWARD] Window 1096 predicted Normal, forwarding to: [’ ‘car_2"'], inference
[FORWARD] Window 1097 predicted Normal, forwarding to: [' ‘car_2'], inference

Figure 5.8: Simulation log of prediction and message forwarding

Overall, The confusion matrix generated from the SUMO simulation (see Figure 5.9) re-
veals that most predictions are correctly aligned along the diagonal, indicating that the system
can accurately distinguish normal traffic from various DoS attack types even in dynamic, real-
world-like scenarios. Misclassifications are minimal and primarily limited to a few similar attack
variants, demonstrating the robustness and practical discrimination ability of the TransBoost-

DoS model during real-time Simulation.

Confusion Matrix (Normalized %), Accuracy: 98.59%
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Figure 5.9: Simulation confusion matrix

The quantitative evaluation report (see Figure 5.10) further supports these findings, show-
ing that the system achieves a high overall accuracy of 98.59% and an average inference time per
window of just 3.67 ms. In addition, all class-wise precision, recall, and F1-scores exceed 96%,
covering both Normal traffic and multiple DoS variants. Notably, both the detection accuracy

and response latency meet real-time requirements for vehicular networks.
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[Final Test Classification Report]

Class Normal: Precision=1.0000, Recall=0.9926, F1=0.9963

Class DoS: Precision=0.9963, Recall=0.9815, F1=0.9888

Class DoSDisruptive: Precision=0.9818, Recall=0.9926, F1=0.9872
Class DoSRandom: Precision=0.9813, Recall=0.9668, F1=0.9740

Class DoSRandomSybil: Precision=0.9638, Recall=0.9815, F1=0.9726
Class DoSDisruptiveSybil: Precision=0.9927, Recall=1.0000, F1=0.9963

Overall Accuracy: ©.9859
Average Inference Time: 0.00367 seconds

Figure 5.10: Simulation classification report

These results demonstrate that the proposed TransBoost detection system not only achieves
excellent classification performance, but also enables rapid response and practical attack miti-

gation, as verified by both per-class metrics and real-time SUMO simulation behaviors.

5.4 Comparison with existing works

To further evaluate the effectiveness of TransBoost-DoS, we compare it with four represen-
tative models reported in [29], including both deep learning and hybrid machine learning-based
intrusion detection approaches for DoS attacks in VANETs. These models were evaluated on
the VeReMi dataset, under comparable multi-class settings.

Table 5.2: Comparison with methods from [29]

Model Accuracy | Precision | Recall | Fl-score
CNN + RF 87.94% 87.79% | 87.84% | 87.85%
RNN + RF 81.96% 81.02% | 80.80% | 80.90%
CNN + DT 86.86% 86.93% | 86.86% | 86.83%
RNN + DT 81.56% 81.60% | 81.54% | 81.56%
TransBoost-DoS (Ours) | 99.67% 99.67% | 99.67% | 99.67%

As shown in Table 5.2, TransBoost-Do$ significantly outperforms all four baseline models
from [29] in terms of accuracy, precision, recall, and F1-score. Notably, while CNN and RNN-
based hybrids achieved acceptable performance, their detection capability was still limited by
either shallow temporal modeling (in RF/DT classifiers) or insufficient feature richness.

In contrast, TransBoost-DoS leverages the Transformer’s strength in modeling long-range
dependencies within vehicular message sequences and combines it with XGBoost’s robust and

interpretable classification power. This hybrid design yields high detection precision with mini-
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mal false alarms, making it more suitable for real-time deployment in security-critical VANETSs

scenarios.
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Chapter 6 Conclusion & Future Work

6.1 Conclusion

In this thesis, we proposed TransBoost-DoS, a hybrid detection system designed to accu-
rately identify DoS attacks in VANETs. By integrating a Transformer-based temporal feature
extractor with an XGBoost classifier, the system effectively leverages the sequential modeling
capability of deep learning and the robustness of gradient boosting for tabular classification.
The model was trained and evaluated on a balanced version of the VeReMi dataset, achieving a
macro-averaged accuracy of 99.67% across six classes, including five distinct DoS variants and
Normal traffic.

To further validate the system under dynamic, real-world-like conditions, we implemented
simulation scenarios using the SUMO framework. The simulations successfully demonstrated
the system’s capacity to detect attacks with high precision and minimal false positives in both
controlled and adversarial traffic environments. Moreover, comparative analysis showed that
TransBoost-DoS outperforms both Transformer-only and XGBoost-only baselines, confirming
the advantages of a hybrid approach.

Overall, TransBoost-DoS presents a robust, interpretable, and efficient solution for DoS
attack detection in intelligent vehicular networks, and represents a step forward in the integration

of deep and classical machine learning models in the cybersecurity domain.

6.2 Future Work

Although the proposed TransBoost-DoS system has demonstrated promising performance
in detecting various DoS attack types, several future directions can be explored to further en-
hance its effectiveness, scalability, and real-world applicability.

First, we plan to extend the detection coverage to incorporate additional attack types beyond
DoS, such as replay attacks, falsified message injection, and location spoofing. These attack

scenarios pose significant threats in VANETSs environments and require more diverse feature
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representations and behavioral analysis for reliable detection.

Second, we aim to explore multi-modal fusion techniques by integrating vision and LiDAR
data with vehicular communication features. This approach will enable the detection model
to leverage spatial, visual, and behavioral cues simultaneously, improving robustness against
deceptive or ambiguous attack patterns in complex traffic environments.

Finally, we intend to deploy the system on edge devices, particularly OBUs, to enable real-
time inference with minimal latency. By optimizing the model’s computational efficiency and
memory footprint, the hybrid architecture can be adapted for execution in resource-constrained
vehicular platforms, paving the way for practical, on-the-fly intrusion detection in intelligent

transportation systems.
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