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E-commerce has rapidly evolved with technological advancements, creating numerous
business opportunities. However, this growth is accompanied by evolving cybersecurity
challenges, making protecting user information and identities increasingly critical. Traditional
security methods are becoming inadequate against modern complex threats, such as the sharp
rise in phishing attacks, the growth in Bring Your Own Device (BYOD) usage, and various
sophisticated cyberattacks. Against this backdrop, there have been numerous applications of
Zero Trust in enterprises, particularly in Business-to-Business (B2B) contexts for remote work
during the pandemic, which has addressed many Virtual Private Network (VPN) related
issues. Unlike B2B, in Business-to-Consumer (B2C) scenarios, users prioritize convenience
while being concerned about security. Zero Trust is expected to become the foundational
framework for future security measures. Therefore, leveraging Fast IDentity Online 2
(FIDO2) to reduce complexity and enhance security aligns with this trajectory. Despite the



widespread discussion and application of zero trust in enterprise environments, e-commerce
research is relatively lacking. Therefore, this paper aims to investigate and validate the
combined application of zero trust, FIDO2, and multi-factor authentication (MFA) in a B2C
environment. This approach seeks to fill existing research gaps and provide higher levels of
authentication and security while addressing the inconvenience that often accompanies
enhanced security measures. Additionally, by integrating various MFA methods, this approach
aims to increase system resilience and offer diverse options. This combined method is
designed to enhance the overall security of e-commerce platforms while providing a more
convenient user experience. As the risks continue to increase, users' concerns about the
security of their personal information are also growing. The synergistic application of zero
trust, FIDO2 technology, and MFA will offer a more secure and convenient solution, further

promoting the development of e-commerce.



Acknowledgements

R eh T VAR LR PR L 0 AN G EEARY 2 W Ao { FF]0
KA LA FER L G GRE R RA A RE R R B T iR
gt A g FE A A A E R AR R P

B A Tou B A g R A B R o [ E s dp B8 A R RSV
RhHRFEBAY o B3 G RET BETREAFR Rk ( 22EY 4
FOFIFROEHR DSBS AFFOR B A o i R E T W AR
FrrtaFEg > » BA Lo HA EPREFL 5 p T ERKR

ARPUREHADTA B P AAREY T RIS L FEME RS LN Y
FlppFr et | B AP ¥ 237 g i > o E A K BF i ﬁ o fniprent: iz g
FRANLDCHNEIFT T hn FPRFLETOESFE o

P AL BRI R i EE A FE G R are 2 2R AR
ARFRArTE RN VARRREERFRBL T L 5 R A pAERY
A e iT s HHmEpI AF > 2 WEBR T AL ERE - EAELHE DI |
Eirehs FE &M - @A et chip 3 dp > B L a2 FY HI MR TP
2229 R S S BT T A A R s

Bois o MBPHP L 0 LpRRRY CALET P R LB RA L EUME HT

oy DR E e Ak AT FERAF T OLRA KD FROEDRL SRR R

Fou B AT RGBT B AL EE e L1 LA G i ko
EL KRR v R o

LR A

FAPHAETAE AL 28R

PERRE I3 A 127



Table of Contents

ABSTRACT ...ttt et r e i
ACKNOWICAZEIMENES ...ttt e et e st e e be e e nnses 1ii
| R o) 21 o) (TP USSP PP vi
LIST OF FIZUIES ..vvviiiiii ittt sttt e bt e s nbb e e e be e e s bneennbee e vii
Chapter 1 INTrOAUCION ......couviiiiiiiiiciieie et ne e 1
Chapter 2 Background.............cooiiiiiiiiiiii s 5
2.1 Fast IDentity Online ~ (FIDO) .....cccooiiiiiiiiiiiieic e 5
2.1.1 Universal Authentication Framework — (UAF)...cccccoiiiiiniiiiiiiceee 6

2.1.2 Universal Second Factor — (U2F).......ccccooiiiiiiiiiiiiiicie e 7

2.2 Fast [Dentity Online 2 = (FIDO2) ......cciiiiiiiieiiieiie et 7
2.2.1 Client-to-Authenticator Protocols 1 (CTAPIL).ccccooooiiiiiiiiiiiiiiccccen 8

2.2.2 Client-to-Authenticator Protocols 2 (CTAP2)......ccccooveiiniiiiiiiiiciee, 9

2.2.3 Web Authentication  (WebAULhN) .......coooiiiiiiiiiiee e 9

2.2.4 FIDO2 Registration and LOZIN.........ccooceiiiiiiiieiiiiiiieeesi e 10

2.3 Multi-factor authentication (MFA)........cccoiiiiiiie e 11
2.3.1 Something You Know - Knowledge Factor ............ccccovviiiiiiiiiiiiiiiene, 12

2.3.2 Something You Have - Possession Factor...........cccoveeiiiiiiiiii e 14

2.3.3 Something You Are - Biometric Factor.........c.ccovveviiiiiiiiiiiiicee, 15

2.3.4 Somewhere You Are — Location Factor ...........cccoccvvviiiiiiinc e 17

2.4 72810 TTUSE ...ttt 19
2.4.1 Core Principles Of Zero TIUSt........ccoviiiiiiiiiieerieeee e 21

2.4.2 Implementing Zero Trust: Key Technical Components ............cccccvecvrieennene 22

2.5 NIST.SP.800-207 ...ttt ettt nb e 25

2.6 Identity and Access Management — (IAM) ....coooiiiiiiiiiiici 28



2.7 ACCOUNE TECOVETY ...utvtiieeiitiieeesiteee e s sttt e e s sttt e e s stbe e e e s asb b e e e s anbb e e e s asbr e e e s anbeeeesanbnneeenas 29

Chapter 3 Processes and ATCRItECTUIE .........coviiiiiiiiiiiieii s 31
3.1 Key Features of B2C E-Commerce Platforms ...........cccoovvieiiiiniiiiniiiie e, 31

3.2 Challenges in B2C E-COmmMErce SECUIILY .......cccvvverieiiiiriiieriisneseesie e 31

3.3 Balancing Security, Convenience, and Usability in Modern E-Commerce ............. 33

3.4 QuickSecure Access (QSA) PrOCESS ......ooiueiiiiiiiieiiieiee st 35
3.4.1 Convenient and Secure Resource Access for USers .........coevveriieiiciieennns 37

3.5 QuickSecure Access (QSA) ArChiteCture.........ooveiiiiieiiiiiiie e 39
Chapter 4 Case StUAY .....ccviiiiiiiii 45
4.1 BEYONACOIP vttt bbbt sb ettt en e neene e 45

4.2 CLOUALIATE ...ttt b e e nbe e b e e ne e e ne e 46

4.3 NatioNal GOVEITIIIEIIE tuuurserenvessunrsseessreessessumeessessusssmssssmns s seesdasssmssssss sseasmuesseeesseee e 47

4.4 CloUd COMPULINE ...vieuriiereirisireaiessreebe e ssbesneseeesbsessssmsdsnse s asane s s b e e b eeesbeasaeseeesnens 47

4.5 Internet of Things (I0T)......coorur it e 48

4.0 MEAICAL. ... e e 49

4.7 BANKING ..o 50
Chapter 5 CONCIUSION .....cviiiiiiiiiii e 53
Chapter 6 FUtUIEe WOTK........cooiiiiiiii e 54
RETEIEIICES ...ttt ettt et b ettt e sse e et e e beeanne e 55



List of Tables

Table 2.1 Comparative Analysis of Zero Trust Implementations in Cloud Computing, Internet

of Things, and MediCal............coiiiiiiiiiii s 23

Table 4.1 FIDO2, Zero Trust, and MFA Technology Applications Across Different Domains

Vi



List of Figures

Figure 2.1 FIDO2 RE@ISTIAtION. ......uuiiiiiiiiiiiiiiiesiiiiessiiie st e sieessiee e ssbeesssneesssnessnssessssnessnseeens 10
Figure 2.2 FIDO2 LOZIN.c..uiiiiiiiiiiiieitiiie sttt 11
FI1GUIE 2.3 ZET0 TTUSE ACCESS . uuviiiuiiiiiiieisiiieasitiessitie sttt e sbee e s be e e ssbee e sibee s ssbeesssbeessbseesbeeesnneeeas 26
Figure 2.4 Core Zero Trust Logical COMPONENLS ........c.civeriiiiiiieiiiiieiieie e 26
Figure 3.1 The Interplay of Security, Usability, and Convenience .............c.cceevvrevirvninnnnenne 34
Figure 3.2 QuickSecure Access (QSA) Process Flow Diagram...........c.ccoovvveiiviiiicincnenn 35
Figure 3.3 User Sign-Up Process DIiagram ..........cccocviiiiiiiiiiiiiiiicees s 37
Figure 3.4 User Sign-In Process Diagram.............cooiieiiiiiiiniinienie e 38
Figure 3.5 User Access Request Process Diagram...........ccccciieiiniiiciininiiesnec 38
Figure 3.6 QuickSecure Access (QSA) System Framework Architecture Diagram.............. 39
Figure 3.7 QuickSecure Access (QSA) Client Architecture Diagram .................cccoevvennnnee. 43

vii



Chapter 1 Introduction

Due to the swift growth of e-commerce, we are facing new information security
challenges [1-4]. Most customers opt for internet-based banking, shopping, sales, and
procurement. While e-commerce systems offer numerous advantages and benefits, they also
present challenges, one of the most significant being security. Current information security
frameworks and protective software are increasingly inadequate in fully safeguarding our data
and assets as attackers employ increasingly sophisticated methods. This makes us more
vulnerable in this digital age [5]. The rising adoption of Bring Your Own Device (BYOD),
phishing attacks, inherent password vulnerabilities, and social engineering attacks exacerbate
the threat landscape.

In today's digitized work environment, BYOD strategies have significantly increased,
becoming a standard practice for many enterprises. Research shows that more than 50% of
organizations and more than 70% of employees rely on personal devices for work-related
tasks, with these numbers growing quickly [6]. The COVID-19 pandemic has further
accelerated this trend, with a 58% increase in BYOD usage during the pandemic [7]. The
widespread adoption of BYOD is primarily due to its flexibility and productivity. However,
this also leads to a sharp rise in security incidents associated with BYOD. Employees using
personal devices to access company data expose corporate networks to various risks, including
data breaches, malware, and cyberattacks [8]. Data breaches are considered the greatest
security risk associated with BYOD, with 63% of respondents identifying it as a primary
concern [7]. Research indicates that the financial losses enterprises suffer due to BYOD-
related security incidents are increasing annually, highlighting the urgent need to strengthen
security measures and strategies. For instance, Microsoft reported a more than 200% increase
in human-operated ransomware attacks since September 2022 [9]. These studies and reports
suggest that as BYOD becomes more prevalent, enterprises must implement stricter security
policies and technologies to counter potential security risks and attacks effectively.

In recent years, phishing attacks have grown substantially in severity, becoming a
significant cybersecurity threat for businesses and individuals. A Zscaler report revealed that
phishing attacks rose by 47.2% in 2022 compared to the previous year, as cybercriminals
employed more advanced methods to execute large-scale attacks [10]. Additionally,
Kaspersky's data indicates a 40% growth in phishing attacks in 2023 [11]. Phishing websites
impersonate legitimate sites or trusted institutions to trick users into providing personal
information or sensitive data to obtain information or money illegally. The design of phishing
websites is often highly sophisticated, closely resembling legitimate websites in appearance
and functionality, making it difficult to distinguish them at first glance. These phishing sites
commonly mimic banks, email service providers, social media platforms, and other well-

known websites, leading users to believe they are real and subsequently enter their account

1



credentials. Once users input their personal information on phishing websites, scammers can
easily access these sensitive details, leading to identity theft, financial fraud, and other
criminal activities. Some phishing websites even use social engineering techniques, sending
deceptive emails or messages to lure users into clicking on links to fraudulent sites. Phishing
attacks constitute more than 80% of all reported security incidents [12]. These trends indicate
that with the increase in remote work and digital communication, the phishing threat is
intensifying, necessitating stronger cybersecurity infrastructures and proactive measures to
mitigate this growing threat.

For decades, we have sought more secure alternatives to replace text-based passwords as
the optimal solution for end-user authentication in online environments. Despite numerous
attempts, a truly compelling alternative has yet to be found that matches passwords'
deployability and usability [13]. Text-based password authentication, introduced in the 1960s
to control access to mainframes, was initially considered an effective solution [14]. However,
over time, passwords have become vulnerable to various security threats and attacks [15],

driving the continuous pursuit of more advanced and secure authentication mechanisms.

A. Disadvantages of Passwords
1. Weak Passwords

Using weak, straightforward passwords can lead to data breaches, account takeovers, and
other cyberattacks. To secure accounts, users should follow best practices for password
security. Passwords must be strong, incorporating a mix of uppercase and lowercase characters,
numbers, and special symbols, and they should be of adequate length. Users must refrain from
using easily guessable information like birthdays, names, or addresses as their passwords.
Additionally, using different passwords for each website or application is crucial to ensure
that others remain secure even if one account is compromised. Besides using complex
passwords, users should also change their passwords regularly to reduce the risk of attacks.
2. Guessing Passwords

Password guessing has always been a significant issue in cybersecurity. Attackers can
employ various methods to guess users' passwords, including brute force and dictionary
attacks. When users' passwords are overly simple or highly predictable, their accounts become
susceptible to breaches. In recent years, with the advancement of artificial intelligence (AI)
technology, password-guessing attacks have become more intelligent and effective. Al can
analyze users' behavior patterns and preferences to generate more likely passwords, increasing
the probability of successful breaches. Additionally, Al can continuously learn and optimize
algorithms to enhance cracking speed and efficiency. For instance, PassGAN, developed by
B. Hitaj et al. [16], utilizes generative adversarial networks (GAN) to mimic human password
creation. This deep learning approach has achieved significant success in effectively
generating and cracking passwords.

3.Social Engineering Techniques



Social engineering is a dangerous and covert attack method where attackers deceive or
manipulate users into divulging their passwords. This attack exploits users' trust or entices
them to perform actions that lead to the disclosure of account information. Social engineering
attacks include impersonating trusted individuals or institutions, sending phishing emails or
messages, and masquerading as legitimate entities to commit fraud. Attackers often exploit
users' trust in specific institutions or individuals to deceive them into voluntarily providing
their account information. This traps users and causes significant losses for individuals and
enterprises.

4. Managing Password Overload

In today’s digital world, individuals must keep track of multiple passwords and accounts
for various online activities, including e-commerce, social networking, and online banking.
Recent studies indicate that the average person manages a rapidly growing number of
passwords, with personal users averaging 168 passwords and workplace users averaging 87.
Considering the total number of passwords for individuals and enterprises, this figure may
reach 255 [17]. Moreover, users spend approximately 10.9 hours annually on password entry
and resets, leading to an average yearly productivity loss and labor cost of $5.2 million for
businesses [18]. However, due to the diversity and complexity of passwords, many people
may encounter issues with forgetting passwords. This phenomenon can be attributed to too
many different passwords, making them difficult to remember. Moreover, to enhance security,
people often need to change passwords regularly, increasing the risk of forgetting them.
Therefore, to address password management challenges, there is a continuous need to find
more secure and convenient authentication methods.

However, enhancing our security measures often leads to inconvenience and additional
costs. Furthermore, different security methods might introduce new vulnerabilities, making
systems susceptible to novel attacks and threats. This situation highlights the significant
challenge of relying on a single authentication method. As a result, a more comprehensive,
robust, and resilient security framework is urgently required to confront the constantly
changing threat landscape. This new security mechanism should balance security and
convenience and provide effective protective measures to combat various threats in the
modern cyber environment.

In this context, we aim to find a method that offers user convenience and security. This
is where the advantages of Fast [Dentity Online 2 (FIDO2) technology and the Zero Trust
concept come into play. FIDO2 allows users to log in more conveniently and securely, while
the Zero Trust model provides stricter access control and continuous verification to ensure the
security of personal data. Incorporating various multi-factor authentication (MFA) methods
can further enhance security and flexibility. This integration offers a resilient and secure
framework.

Despite the widespread discussion and application of zero trust in enterprise

environments, research focusing on e-commerce is relatively lacking. With the rapid growth
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of e-commerce, future attacks are expected to become more frequent. The primary distinction
between Business-to-Consumer (B2C) and Business-to-Business (B2B) e-commerce lies in
the importance of convenience. Therefore, this paper aims to explore and validate the
integrated application of zero trust, FIDO2, and MFA in a B2C environment, addressing
existing research gaps. Such research not only aims to enhance the security of e-commerce
but also to provide a better user experience.

Therefore, this paper will explore how to leverage FIDO2 technology and apply the Zero
Trust concept in e-commerce to achieve higher security and user convenience. We will
examine the working principles of FIDO2 technology, discuss key concepts and best practices
of Zero Trust, and introduce various MFA methods to ensure data and transaction security.
This will help us better address current information security challenges without sacrificing
user experience and convenience.

The remainder of this paper is structured as follows. Chapter 2 introduces the evolution
of FIDO technology, covering the UAF, U2F, and FIDO2 protocols and their associated
components, such as CTAP and WebAuthn. It also comprehensively examines the theoretical
basis and practical uses of Multi-Factor Authentication (MFA) and the Zero Trust architecture,
further discussing the implementation challenges of Identity and Access Management (IAM)
systems and account recovery mechanisms. Chapter 3 analyzes the key characteristics and
security challenges of B2C e-commerce platforms, introducing the QuickSecure Access (QSA)
system architecture and its operational processes, emphasizing balancing security,
convenience, and usability. Chapter 4 presents examples and applications from various
domains, comparing the implementation of FIDO, Zero Trust, and MFA across different
scenarios. Finally, Chapter 5 concludes the findings of this research, and Chapter 6 explores

future research directions.



Chapter 2 Background

2.1 Fast IDentity Online (FIDO)

Fast IDentity Online (FIDO) is an emerging authentication technology aimed at
enhancing the security and convenience of online authentication. Founded in July 2012, the
FIDO Alliance [19] comprises major global technology companies such as Google, Microsoft,
and PayPal. The alliance aims to establish a unified authentication standard that allows users
to verify their identities using multiple authentication methods, thereby reducing the risks of
password leaks and identity theft. Its specific objective is to develop robust authentication
standards to lessen reliance on passwords. This framework has been widely adopted in recent
years, enabling users to authenticate themselves to remote online services and websites using
locally trusted authentication methods (e.g., fingerprints or facial recognition on
smartphones).

The core concept of FIDO technology involves using public/private key pairs for
authentication instead of traditional passwords. When a user registers, the system generates a
pair of public/private keys, with the private key stored on the user's device and the public key
stored on FIDO-authenticated servers. During authentication, the system uses the public key
encryption method to verify the user's identity, completing the authentication if the private
key matches successfully. FIDO technology offers several advantages. Firstly, it enhances
authentication security since the user's private key never leaves their device. Secondly, it
improves user experience by eliminating the need to remember complex passwords, relying
instead on their devices for authentication. Additionally, many websites and service providers
have begun supporting FIDO standards, allowing users to authenticate using biometrics (such
as fingerprints or facial recognition) or hardware security keys (like USB security keys). There

are now over 600 certified FIDO products on the market [20]. As a result, users are relieved



from the need to remember complicated passwords or be concerned about them being stolen
or compromised.

FIDO technology represents a revolutionary authentication method that enhances online
authentication's security and convenience. As more companies and organizations adopt this
technology, and more services support FIDO (e.g., Amazon, Google, Discord [21]), its
widespread adoption and application are further encouraged. Over 350 companies have
already become members of the FIDO Alliance [22]. It is believed that FIDO technology will
soon become the mainstream method for online authentication, offering users a more secure
and convenient online experience. The initial FIDO protocol suite comprised two
specifications: Universal Authentication Framework (UAF) and Universal Second Factor

(U2F), which will be discussed separately below.

2.1.1 Universal Authentication Framework = (UAF)

The Universal Authentication Framework (UAF) [23-25] is an open standard for web
authentication. It aims to provide a secure and convenient method for users to authenticate
themselves across different websites and applications. UAF allows users to register accounts
with relying parties using trusted authenticators, replacing traditional password-based login
schemes. UAF integrates biometric authentication to offer users a seamless, password-free
login experience. By installing FIDO UAF on their devices, users can opt to authenticate
online using biometric identifiers such as fingerprint recognition, voice recognition, or a
personal identification number (PIN), thus bypassing the traditional method of entering
lengthy passwords. This enhanced authentication method strengthens security and user
experience by enabling seamless access through biometric data. Security analyses of the UAF
protocol have identified several vulnerabilities. H. Feng et al. [24] provide specific

recommendations to address these issues, ensuring a more robust and secure implementation.



2.1.2 Universal Second Factor (U2F)

Universal Second Factor (U2F) [26] is an authentication technology designed to enhance
network security by providing a simple yet powerful method to ensure that only authorized
users can access their accounts. U2F enables two-factor authentication (2FA), requiring users
to supply a second authentication factor in addition to their username and password to verify
their identity. The robust second factor enables services to simplify passwords, such as using
a 4-digit PIN, without sacrificing security. Additionally, these additional factors include
devices connected via Universal Serial Bus (USB), Near Field Communication (NFC) for
close-range wireless communication, and Bluetooth Low Energy (BLE) for mobile devices
[27], thereby enhancing the security of the login process. Such security measures protect users'
personal data from unauthorized access and hacker attacks, enhancing network security,
preventing phishing attacks, and safeguarding user privacy. Therefore, using two-factor
authentication is a highly effective method to ensure the security of online accounts, enabling

users to use web services confidently.

2.2 Fast IDentity Online 2  (FIDO2)

Fast IDentity Online 2 ( FIDO2 ) , jointly developed by the Fast Identity Online (FIDO)
Alliance and the World Wide Web Consortium (W3C), is an open identity authentication
standard aimed at replacing password-based authentication systems. Building upon FIDO
Alliance's previous work on the Universal 2nd Factor (U2F) standard, FIDO2 was officially
introduced in 2018, incorporating the Web Authentication (WebAuthn) specification and the
Client to Authenticator Protocol (CTAP) [28].

FIDO?2 consists of two sub-protocols: W3C Web Authentication (WebAuthn) allows
websites and applications to authenticate users using robust public key cryptography, while

CTAP ensures secure communication between devices and browsers. This combination



enhances security and improves user experience by eliminating reliance on vulnerable
passwords. The FIDO Alliance now manages communication between clients and
authenticators, delegating the responsibility for server-client communication to the W3C.
This strategic adjustment enhances the scalability of FIDO-based authentication. Currently,
FIDO?2 authentication is compatible with major operating systems, such as Windows, Linux,
macOS, Android, i0S, and ChromeOS [29] and all major web browsers , including Google
Chrome, Apple Safari, Microsoft Edge, Mozilla Firefox, and Opera) [30]. By 2023, the
adoption of FIDO authentication will significantly increase, enabling more than 7 billion
online accounts to support passwordless logins, highlighting a trend towards more secure and
user-friendly authentication methods [31].

Due to its security benefits, passwordless authentication is widely adopted in sensitive
areas such as banking applications. Many banking apps have phased out passwords and
instead utilize biometric technology or passwordless authentication [32]. Visa has introduced
payment passkeys, allowing customers to authorize payments online by scanning biometrics
on smartphones or computers [33]. Here are some applications of FIDO?2.

Sugimoto and Ogino [34] discuss the benefits of implementing FIDO2 in educational
institutions to address increasing phishing attacks in campus environments.

M. Kepkowski et al. [35] explores the challenges and opportunities of FIDO2 in
enterprise settings. While FIDO2 excels in preventing phishing, issues like integrity in

production environments and account recovery still need to be addressed.

2.2.1 Client-to-Authenticator Protocols 1  (CTAP1)

The FIDO Alliance retained the U2F standard within FIDO2. It renamed Client to
Authenticator Protocol 1 (CTAP1) to enable cross-platform two-factor and multi-factor

authentication, enhancing network security and user convenience.



2.2.2 Client-to-Authenticator Protocols 2 (CTAP2)

Client-to-Authenticator Protocol 2 (CTAP2) forms an integral part of the FIDO2
standard, expanding upon the capabilities of CTAP1 with enhanced support for authentication
device types and security features. It enables a broader range of devices, such as mobile
devices and embedded fingerprint scanners, to function as authenticators. Unlike CTAPI,
CTAP2 supports single-factor, second-factor, and multi-factor authentication methods.
Additionally, CTAP2 introduces two crucial security features: User Presence, which verifies
the user's physical presence, and User Verification, which ensures the user's identity can be
confirmed. These features are crucial for preserving the security integrity of the authentication
process. CTAP2 ensures interoperability among authenticators produced by different
manufacturers, allowing seamless integration of various devices and technologies under the
FIDO2 standard. Furthermore, it establishes a robust foundation for future expansions in

authentication technologies.

2.2.3 Web Authentication (WebAuthn)

Web Authentication (WebAuthn) [36] is a JavaScript API that enables developers to
implement robust authentication mechanisms on FIDO-supported browsers or cloud
platforms. With WebAuthn, users can log into various application services using methods such
as biometrics and app-based authentication. Currently, mainstream browsers like Google
Chrome ~ Apple Safari ~ Microsoft Edge ~ Mozilla Firefox, and Opera all support WebAuthn
[30]. As more websites adopt WebAuthn, services such as Dropbox, Microsoft accounts,
Google accounts, Twitter, and others [37] provide powerful second-factor authentication
based on FIDO2. These advancements demonstrate WebAuthn's potential to enhance security
and user experience, laying the foundation for future authentication technology developments.

The introduction of this API allows web services to more effectively mitigate password leaks



and other security threats, while providing users with a simpler and more secure login

experience.

2.2.4 FIDO2 Registration and Login

FIDO2 provides a secure and convenient identity authentication solution through public
key encryption technology. As illustrated in Figure 2.1, users start a registration request during
the registration process. The client then requests a registration challenge from the server. The
server generates the challenge and returns it to the client, along with the configuration
information of the user's device. Subsequently, the client sends the challenge to the FIDO
authenticator. The user undergoes identity verification through the authenticator and generates
a pair of public keys (PK) and private keys (SK). The user's SK is securely stored on the
device, whereas the PK is transmitted to the server. The server verifies the validity of the PK,

associates it with the user's account, and stores the PK for future authentication purposes.

FIDO Client

" . 3. Returns challenge
1. Start registration process o

- Y

>
2. Requests registration challenge
——

8. Sends public key (PK)
ind challenge signature

O 4. Sends registration
request and challenge
a e 7. Returns public key
(PK) and verification info

User [a0] FIDO Server

<

[o
dl I —

o]o])

9. Verifies signature and

A stores public key (PK)
6. Generates public key
(PK) and private key (SK)

5. User verification
(e.g., fingerprint) FIDO Authenticator

Figure 2.1 FIDO2 Registration
During the login process, as illustrated in Figure 2.2, the user starts a login request, and
the client requests an authentication challenge from the server. The server generates the
challenge and returns it to the client. The client then sends the challenge to the FIDO
authenticator. The user undergoes identity verification through the authenticator, which

utilizes the SK to sign the challenge and returns the signature to the client. The client sends
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the signature and the user's PK to the server. The server verifies the validity of the signature
using the PK. If the verification is successful, the server grants the user access permissions,

completing the login process.

FIDO Client

3. Returns challenge

A

X

1. Start authentication process [
8. Sends signature and

2.
| ._b
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O 4. Sends authentication —
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o
verification info o
@ °
\—
User FIDO Server
10. Grants 55 9. Verifies signature and
stores public key (PK)
6 Signs challenge using
private key (SK)
5. User verification
(e-g.. fingerprint)  FIDO Authentlcator

Figure 2.2 FIDO2 Login
This process is designed to offer the highest level of security while maintaining user
experience convenience, making FIDO2 one of the most forward-thinking identity

authentication standards today.

2.3 Multi-factor authentication (MFA)

Multi-factor Authentication (MFA) is a security technology designed to ensure user
identity security by combining multiple authentication factors. Traditional single-factor
authentication relies on only one factor the user provides, such as a password or PIN, making
systems more vulnerable to breaches and unauthorized access. MFA enhances security by
incorporating multiple factors, making it more difficult for attackers to gain access through
password guessing or phishing attacks. MFA is widely applied across various domains,
including online banking [38], email, social media, and enterprise applications. Many large
organizations and institutions have adopted MFA to protect their data and systems from
unauthorized access. Numerous government and financial institutions also mandate MFA for

users to strengthen identity verification security. Despite its ability to enhance security, MFA

11



can also introduce some inconvenience for users. For instance, users may need to enter a
password and a one-time code each time they log in, which can increase the time and effort
required. Therefore, designing an MFA system requires balancing security and user-
friendliness to ensure that users can easily and conveniently use the system while maintaining
high security levels. The following outlines four authentication methods: Something You

Know, Something You Have, Something You Are, and Somewhere You Are.

2.3.1 Something You Know - Knowledge Factor

The "Something You Know" authentication factor emphasizes the use of information
known to the user to verify their identity effectively. This factor relies primarily on the user's
memory and includes various authentication methods such as passwords, PINs, security

questions, and image recognition.
A. Passwords

Among knowledge-based factors, passwords are the most widely used method. However,
the security issues associated with passwords have long been a primary challenge for account
security. Since the rise of personal computers and the internet, the limitations of password-
based authentication have become evident. Numerous studies have pointed out the weaknesses
associated with password-based security measures. Passwords are prone to phishing attacks
and need to be securely stored by the authentication service, which adds an extra layer of
security challenges [39].

B. Personal Identification Numbers (PINs)

Another password-related knowledge factor is the Personal Identification Number (PIN),
which can be numeric or alphanumeric. PINs are often used with smart cards or local devices
and are typically shorter than passwords. Unlike passwords, PINs are never transmitted to
remote systems and serve solely as a local authentication factor, often paired with secure

devices like smart cards. When you enter a PIN on a local device, the system converts it into
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a specific form and compares it to the same form stored on the device. If they match, the
system grants access. This method ensures that even if someone intercepts your PIN, they
cannot use it without duplicating the special form. For example, when a user enters a PIN at
an ATM, the system converts it into an encrypted form and compares it with the form stored
on the smart card. Despite the possibility of attacks focusing on the smart card or secure
device, the physical component limits the number of authentication attempts, making PINs
relatively reliable, especially when used with smart cards or secure devices.

M Zhou et al. proposed a novel PIN authentication technology called PressPIN [40],
which enhances PIN authentication on mobile devices through structure-borne sounds
generated by the pressure of the user's finger. Since most mobile phones lack pressure-
sensitive touch screens, they utilized structure-borne sounds to estimate pressure on the
screen. This method increases the complexity and security of PINs, making them harder to
guess through observation or video recording, thereby improving security. Experiments
showed that PressPIN has a high accuracy rate in verifying legitimate users (up to 96.7%
within two attempts) and strong resistance to various attacks (attack success rate only 2.5%).
PressPIN does not require additional hardware and can be easily integrated into existing
mobile authentication systems.

T Van Nguyen, N Sae-Bae, and N Memon. introduced Draw-A-PIN [41], a system that
authenticates users on touch devices by drawing a PIN with their finger. This method leverages
drawing characteristics or behavioral biometrics as additional verification factors, enhancing
the security of PINs. Experiments indicated that Draw-A-PIN could achieve an equal error
rate of 4.84% even when the attacker knows the PIN. User studies based on the System
Usability Scale questionnaire confirmed the high usability of this system.

C. Security Questions
Besides passwords and PINs, other knowledge factors include security questions [42].

These pre-set questions and answers known only to the user serve as an additional layer of
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authentication when setting up an account. The security of this method relies not only on the
user choosing strong questions and answers but also on providing a fallback option for when
the primary authentication method (e.g., password) is forgotten, ensuring that the account can

still be correctly authorized.

2.3.2 Something You Have - Possession Factor

The "Something You Have" authentication factor emphasizes the use of physical devices
or tokens possessed by the user to effectively verify their identity. This factor relies on the
actual ownership of physical items, such as mobile devices, security tokens, smart cards, or
other unique hardware devices, which are used as the basis for authentication. These items are
typically combined with other authentication factors, such as passwords or biometrics, to
enhance security. As a result, "Something You Have" not only provides an additional layer of
security but also offers more reliable protection for access to resources or sensitive
information.

A. Smart Cards and Fingerprint Authentication

Smart cards are a common example of the "Something You Have" factor. TC Clancy, N
Kiyavash, and DJ Lin. [43]proposed a secure authentication system based on fingerprints and
smart cards. This system utilizes Juels and Sudan's fuzzy vault scheme to construct a
fingerprint vault, enhancing the security of fingerprint data used as a key. When a fingerprint
matches, it achieves zero unlock complexity for legitimate users while increasing the unlock
complexity for attackers by 269 times. This combination of smart cards and biometrics
exemplifies the robust security offered by MFA.

The application scope of "Something You Have" is broad, spanning from personal
computers to enterprise-level systems, to protect access to sensitive information. This
authentication method is particularly indispensable in industries with high security

requirements, such as finance, healthcare, and government. In these sectors, physical or virtual
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tokens, such as one-time passwords (OTP) or time-based one-time passwords (TOTP), are
widely used.
B. One-Time Password (OTP) and Time-Based OTP (TOTP)

OTP and TOTP are popular implementations of the "Something You Have" factor. In
their study, CY Huang, SP Ma, and KT Chen. [44]proposed a method to reduce the incidence
of phishing attacks by using OTP for user authentication instead of relying on fixed user-set
passwords. These OTP are delivered through real-time messaging services or other widely
available communication infrastructures, minimizing deployment costs and enhancing the
solution's practicality.

Similarly, R Danthy, KP Pai, and V Rao. [45]proposed an innovative method for securing
online banking authentication using TOTP. This method encrypts user credentials with time-
based OTP, bolstering the security of online banking systems against common attacks such as
replay attacks, brute force attacks, rainbow tables, packet sniffing, and random guessing.

In summary, the "Something You Have" factor significantly enhances authentication
security by leveraging physical devices or tokens that are difficult for attackers to replicate or
steal. When combined with other authentication factors, it provides a comprehensive and

robust approach to safeguarding sensitive information and resources across various sectors.

2.3.3 Something You Are - Biometric Factor

The "Something You Are" authentication factor emphasizes the unique characteristics of
the user themselves, making it another crucial authentication method. This method relies on
the user's biometric or physical characteristics, including fingerprint scanning, facial
recognition, iris scanning, voice identification, and vein pattern analysis. These biometrics are
unique and constant for each individual, making them effective in distinguishing between
different users. Biometric authentication technologies identify and verify users' identities by

scanning, matching, and analyzing their unique biological traits. Compared to traditional
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password authentication, biometric technologies are more convenient and secure because they
do not require users to remember complex passwords or change them frequently. Moreover,
biometric features are difficult to mimic or forge. Systems can more reliably verify users '
identities through the "Something You Are" authentication method, enhancing security. This
method is commonly used in high-security applications such as financial institutions,
government agencies, and healthcare facilities.

The "Something You Are" authentication method is continuously evolving and
improving. With technological advancements, biometric systems have become more precise
and reliable, and their applications have expanded. For example, facial recognition technology
has significantly progressed in recent years, becoming a common authentication method in
many smartphones and computer systems. Despite its many advantages, the "Something You
Are" authentication method also faces challenges and limitations. The reliability and accuracy
of biometric technologies can be affected by external factors such as lighting, angles, or noise.
Additionally, users' biological traits may change over time due to injuries or aging, affecting
authentication accuracy.

D Bhattacharyya et al. [46]provided an overview of biometric authentication
technologies' current state and applications. The article notes that while biometrics offer high
security and convenience, they also face challenges such as privacy protection and error rates
in identification.

S Hemalatha. [47]systematically reviewed fingerprint-based biometric authentication
systems, highlighting that while fingerprint templates are highly reliable for identity
verification, probabilistic features in the matching process can lead to false rejection rates
(FRR) and false acceptance rates (FAR). Improvements in image enhancement and
recognition algorithms are needed to reduce these error rates.

M Bicego et al. [48]explored using Scale-Invariant Feature Transform (SIFT) features

for face authentication, proposing three different matching techniques. The results showed
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that the regular grid-based matching method outperformed the other two. Although it did not
achieve the performance of the best face classifiers, it demonstrated the potential application
of SIFT features in this context.

H Li et al. [49]proposed VocalPrint, a system utilizing millimeter-wave biometric
detection for voice authentication. By capturing and analyzing vocal cord vibrations near the
user's throat, VocalPrint achieved over 96% accuracy in authentication and demonstrated
robustness against complex noise interference and spoofing attacks.

SW Shah et al. [50]introduced the Vein-ID (VID) system, which uses the vein patterns
on the back of the hand for human identification. They captured depth information and
infrared images using commodity depth cameras and designed two deep learning models for
accurate identification and intruder detection. Their tests showed that VID achieved an
average accuracy of over 99% in groups of up to 35 people and was able to detect intruders
with about 96% accuracy.

As part of MFA, the "Something You Are" method provides a reliable mechanism for
identity verification, effectively preventing unauthorized access and identity forgery. Through
continuous innovation and improvement, this authentication approach will remain crucial

across various sectors, providing higher levels of security for users and systems.

2.3.4 Somewhere You Are — Location Factor

The "Somewhere You Are" authentication factor emphasizes the user's current location
as a basis for verifying their identity. This location-based authentication method typically uses
technologies such as GPS, IP addresses, and Wi-Fi positioning. When a user attempts to log
in or perform a sensitive operation, the system may request authorization to access their
current location information to confirm whether the user is within an expected geographic
range.

L Fridman et al. [51]explored active authentication on mobile devices using a multi-
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modal approach that includes GPS location, stylometry, application usage, and web browsing
behavior. Their research found that although the GPS modality had the lowest trigger rate, it
significantly enhanced the overall performance of the fusion system, improving the accuracy
of unauthorized user detection.

DH Choi, H Kim, and K Jung. [52]proposed a mobile IP authentication method based on
a simple identification scheme using one-way functions. This approach effectively prevents
replay and man-in-the-middle attacks without requiring mobile nodes to perform public-key
cryptographic operations, thus enhancing implementation efficiency.

MN Aman, MH Basheer, and B Sikdar. [53]introduced a location-based two-factor
authentication protocol designed for IoT devices, addressing the security needs of these
resource-constrained environments. The protocol employs Physically Unclonable Functions
(PUFs) to establish a root of trust and uses the IoT node's current geographic location as a
second factor for authentication. Their study demonstrated that this location-based protocol
can efficiently and accurately verify IoT device locations within a small area and effectively
prevent impersonation and other attacks with low computational overhead and energy
consumption.

The primary advantage of location-based authentication is its ability to provide enhanced
security and improved user experience. By confirming the user's location, systems can prevent
account hijacking or identity forgery. Additionally, this method allows users to complete the
authentication process quickly and conveniently without remembering complex passwords or
carrying additional hardware devices. Location-based authentication is crucial for ensuring
security in zero-trust environments. Access permissions consider the user's physical location,
requiring users to be in specific locations to access certain applications and services. By
integrating location-based authentication within a multi-factor framework, systems can
achieve a balanced approach that enhances security while ensuring user accessibility and ease

of use. As part of a holistic security strategy, location-based authentication adds an essential
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layer that can adapt to the evolving landscape of digital threats.

MFA offers a robust security mechanism by combining multiple authentication factors,
including the Knowledge Factor (something you know), Possession Factor (something you
have), Biometric Factor (something you are), and Location Factor (somewhere you are). Each
method has its strengths and weaknesses, but they provide a higher level of security while
maintaining user convenience and a positive user experience. As technology advances and
innovates, MFA will play a critical role in protecting sensitive information and system
security, becoming an essential tool to combat increasingly sophisticated security threats.

SW Shah and SS Kanhere. [54]discussed recent trends in user authentication, particularly
for personal devices, online services, and smart environments. They highlighted the
vulnerabilities of traditional authentication mechanisms and proposed various new methods.
Their survey provides a comprehensive overview of the literature and guides future research

directions.

2.4 Zero Trust

As commercial internet, cloud computing, mobile communications, the Internet of
Things (IoT), and remote work policies have expanded, businesses are encountering growing
data security challenges. In such an environment, traditional defensive security measures are
no longer adequate to address the ever-growing and evolving threats. Consequently, many
enterprises are adopting a new security model—Zero Trust. Adopting Zero Trust greatly
reduces the risks associated with unauthorized access, internal threats, and malicious attacks.

Zero Trust (ZT) is a revolutionary network security architecture and objective. Its core
philosophy is that all transactions, entities, and identities are considered untrustworthy until
verified, aiming to minimize potential security risks. This network paradigm fundamentally
differs from traditional security notions, which presume the network to be secure until a breach

is detected. In contrast, the Zero Trust strategy posits "never trust, always verify" [55][56].
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This security model asserts that organizations should not automatically trust anything inside
or outside their networks. Every connection, user, or asset is treated as a potential threat and
is rigorously verified and authorized, ensuring absolute security through complete distrust.

The traditional security model is often likened to a medieval castle, fortified with thick
walls, moats, and a single guarded entrance and exit. In this model, everything outside the
walls is deemed potentially dangerous, whereas everything inside is considered trustworthy.
Once past the gate, anyone could freely access the castle’s resources. John Kindervag, an
analyst at Forrester Research, introduced the Zero Trust concept in 2009, asserting that "trust
is a vulnerability," which, like all vulnerabilities, should be eliminated [57][58]. Over the
years, as businesses across various industries transitioned to more stable foundations, Zero
Trust gained increasing support. Zero Trust evolved from a security enhancement discussion
into a widely adopted approach to bolster organizational security globally in just a decade.
According to a 2021 report by Microsoft, 76% of organizations had started implementing Zero
Trust strategies, with 35% reporting full implementation [59]. Okta's 2022 Zero Trust status
report also found that 97% of companies either had a Zero Trust plan or planned to implement
one within the next 18 months [60]. According to an Environmental, Social, and Governance
(ESG) research report, 43% of North American organizations saw improved Security
Operations Center (SOC) efficiency after implementing Zero Trust plans [61].

Zero Trust is not a single product but an information security strategy based on distrusting
all users and entities until verified. The Zero Trust model ensures stringent access control at
all organizational levels, including networks, applications, and data access points. Everyone
must undergo rigorous scrutiny, with no exceptions, ensuring every access grant is
meticulously verified.

Traditional security methods often focus on protecting the "attack surface," but this
approach has proven impractical due to modern attack surfaces' dynamic, complex, and

unpredictable nature. Conversely, Zero Trust aims to secure the "protect surface," which
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consists of the specific combination of an organization's data, assets, applications, and services
(DAAS) [62]. The protected surface is significantly smaller and entirely knowable than the
attack surface, making it easier for organizations to defend against various attacks and
effectively reduce risks.

Another critical advantage of Zero Trust is its ability to help organizations better
understand their protected surface. By comprehensively understanding the protection surface,
organizations can better assess their security risks and take appropriate measures to enhance
their defenses. Moreover, Zero Trust aids in better prevention and response to security threats.
Since the protected surface is entirely knowable, organizations can more easily detect and
monitor potential attack behaviors and promptly take responsive actions, minimizing losses
and risks.

Implementing Zero  Trust requires substantial organizational resources and effort,
including technical, human, and financial support. Furthermore, organizations must
collaborate with vendors, partners, and third-party entities to establish a comprehensive
security ecosystem to address continuously evolving security challenges. While Zero Trust
can significantly enhance security, it also presents challenges and limitations. Firstly, it
necessitates thorough data classification and risk assessment, impacting business processes
and organizational structures. Secondly, maintaining and upgrading security technologies and

tools will increase organizational costs and risks.

2.4.1 Core Principles of Zero Trust

A. Always Verification

Every access request, whether internal or external, must undergo continuous verification.
This involves authenticating and authorizing users and devices before granting access to
ensure each visit is verified.

B. Least Privilege Access
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Access privileges are minimized to the least necessary for users to perform their tasks,
thereby decreasing the potential impact of account compromises. This strategy ensures that
the resulting damage remains confined to a limited extent in the event of a breach.

C. Microsegmentation

Networks are divided into small segments, each with strict access controls, limiting
attackers' lateral movement within the network. This way, even if one area is compromised, it
is difficult for attackers to expand their influence.

D. Assume Breach

Organizations operate under the assumption that breaches either have occurred or are
imminent, prompting proactive defensive measures and rapid incident response. This breach
assumption emphasizes the importance of continuous monitoring and swift reaction.

In conclusion, the Zero Trust model offers a modern security framework that addresses
current and future network security challenges through continuous verification, least privilege
access, microsegmentation, and assume breach. As technology advances and security threats
evolve, Zero Trust practices and research will continue to develop, providing organizations

with more robust defense mechanisms.

2.4.2 Implementing Zero Trust: Key Technical Components

A. ldentity Authentication

Employing strong mechanisms like multi-factor authentication (MFA) to confirm the
identity of users and devices guarantees that each access request originates from a verified
source. Identity authentication is fundamental to the Zero Trust architecture, guaranteeing
that only authorized users and devices are permitted access to resources.
B. Access Control

Access control policies must be dynamic, enforcing rules dictating who can access

resources under what conditions. These policies are dynamically adjusted based on user roles,
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task requirements, and the current security posture, ensuring resource management.
C. Trust Evaluation

Continuously assessing the trustworthiness of entities based on various factors, including
behavioral patterns, device security status, and operating environment. Trust evaluation
systems consider both static identity information and dynamic contextual information,
providing a comprehensive risk assessment.

Together, these components form the foundation of a robust Zero Trust architecture,
enhancing organizational security by ensuring that every access request is rigorously verified
and authorized.

The application scenarios for Zero Trust are extensive. Table 2.1 highlights how Zero
Trust architecture is implemented in various fields, such as critical cloud computing, the
Internet of Things (IoT), and Medical sectors. Analyzing these domains aims to highlight the
unique challenges and solutions associated with zero-trust architecture in each field. This
comparison helps better understand how different technologies and methods can be employed
to adapt Zero Trust principles to meet specific security needs. The table includes the authors,
year, title, and description, showcasing how each study utilizes Zero Trust architecture to
address specific security issues in these domains.

Table 2.1 Comparative Analysis of Zero Trust Implementations in Cloud Computing,

Internet of Things, and Medical

Cloud Computing

SMehrajand | 2020 | Establishing a zero- | TN€ Proposed strategy seeks to
enhance the efficiency of trust

establishment and management
between cloud service providers
(CSPs) and customers in cloud
computing. This addresses the
dynamic nature of trust in cloud

MT Banday. trust strategy in the
[63] cloud computing

environment
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services, contrasting with traditional
static trust mechanisms that tackle
security and privacy challenges.

S Ahmadi [64]

2024

Zero Trust

Architecture in Cloud

Networks:

Application,

Challenges and

Future Opportunities

The paper emphasizes the role of
Zero-Trust Architecture (ZTA) in
reducing horizontal movement,
minimizing insider threats, improving
identity and access management, and
enhancing micro-segmentation. It
outlines recommended practices for
adopting ZTA, explores future
advancements, and illustrates ZTA's
efficacy in bolstering cloud network
security. This research offers valuable
perspectives for both researchers and
practitioners in the domain.

Internet of Things (loT)

S Dhar and |

Bose [65]

2021

Securing loT Devices

Using Zero Trust and

Blockchain

This paper suggests employing risk-
based segmentation to improve
uniformity within loT networks and
integrates blockchain for enhanced
device identification and access
control frameworks. It combines Zero
Trust principles with blockchain
technology to tackle security
challenges in l1oT. A case study
showcases how this approach
effectively delivers a robust security
solution for varied and geographically
dispersed 10T networks.

Y Yang et al

[66]

2024

An Anonymous

and

Supervisory Cross-

Chain Privacy

Protection Protocol

for Zero-Trust loT

The study proposes a privacy
protection protocol for cross-chain
transactions in a zero-trust 10T
environment. It utilizes the Groth16
zero-knowledge proof algorithm and
coin-mixing technology. The research
demonstrates that this method
effectively secures cross-chain
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Application transactions while preserving privacy.
It addresses the complexity and
compatibility challenges associated
with blockchain interoperability.
Medical
BChenetal | 2020 | Asecurity awareness | | NiS Paper presents a security system

for 5G smart healthcare, using Zero
[67] and protection Trust Architecture (ZTA) for dynamic
access control, real-time security
awareness, and continuous identity
authentication. It addresses critical
security needs in 5G networks,
protecting data, users, and services
across cloud-edge-terminal setups.
Despite implementation challenges,
the framework shows promising
results in enhancing active defense and
overall security in smart healthcare.

system for 5G smart
healthcare based on
zero-trust

architecture

Z Wang et al 2023 | Research on medical | This research introduces a Zero Trust
medical security system with dynamic
[68] security systems access control (ABEAC) to protect
based on Zero Trust | medical systems from data leaks and
remote attacks. It enhances security
for medical equipment and data,
validated through simulations showing
its effectiveness over traditional
models. Future improvements aim to

stabilize the model and simplify

authentication processes.

2.5 NIST.SP.800-207

In 2018, the National Institute of Standards and Technology (NIST) released the SP 800-
207 "Zero Trust Architecture." This document was updated in 2020 [69]. NIST SP 800-207
does not prescribe a single "correct method" for implementing Zero Trust. Instead, it explores
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various possibilities, including underlying architectures, deployment strategies, trust
algorithms, and use case variations. NIST describes Zero Trust as a security approach rather

than a set of strict policies or technologies, ensuring the report's long-term applicability.
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Figure 2.3 Zero Trust Access
Source: NIST.SP.800-207 [70]
Figure 2.3 illustrates the core access control process in the Zero Trust Architecture. It
emphasizes the interaction among computers, Policy Decision/Enforcement Points
(PDP/PEP), and resources. In this setup, PDP/PEP acts as crucial overseers, dynamically
evaluating each access request and enforcing rigorous security measures in real time to prevent

potential threats from compromising organizational resources.
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Figure 2.4 Core Zero Trust Logical Components

Source: NIST.SP.800-207 [70]
To further elucidate the structure and functionality of ZTA, Figure 2.4 illustrates multiple
key components and interactions within the Zero Trust Architecture (ZTA). It is divided into
two primary planes: the control and data planes. ZTA logic components communicate through
a separate control plane, while application data is transmitted through the data plane
[58][70][71].
A. Control Plane

The control plane comprises various policy and decision components responsible for
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formulating and managing policies to control resource access.

Key components include:

1)

2)

3)

Policy Engine (PE): The core component responsible for making access decisions
based on predefined policies. It evaluates requests and determines whether access
should be granted.

Policy Administrator (PA): Manages and executes policies formulated by the policy
engine. [t communicates with the Policy Enforcement Point (PEP) to ensure consistent
policy application.

Policy Decision Point (PDP): Combining the roles of the PE and PA, it serves as the
central authority for decision-making and managing policies. It establishes, oversees,

and ultimately disconnects interactions between users and enterprise resources.

B. Data Plane

The data plane processes the actual data flow and access control between subjects (users

or devices) and resources (data or services):

1)
2)

3)

4)

Subject: Entity requesting access to resources.

System: Environment where the subject resides.

Policy Enforcement Point (PEP): Responsible for managing the connection between
the subject (e.g., user) and the resource, including initiating, monitoring, and
terminating the connection. The PEP communicates with the PA to receive requests
and policy updates.

Resource: Asset the subject is attempting to access.

C. Support Components

Several data sources provide necessary input data and policy specifications to the policy

engine for making access decisions, including:

CDM System (Continuous Diagnostics and Mitigation): Provides real-time security

posture and vulnerability information to assist in formulating and adjusting security
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policies.

Industry Compliance: Ensures adherence to industry standards and regulations, which
often impact policy development.

Threat Intelligence: Offers insights into current and emerging threats to aid in
predicting and mitigating potential attacks.

Activity Logs: Offers insights into historical access patterns and behaviors to help
detect anomalous activities and improve policies.

Data Access Policies: Define which roles can access what data under what
circumstances.

PKI (Public Key Infrastructure): Tasked with creating and managing encryption keys
and certificates required for secure communication.

ID Management: Established, stored, and managed user identities and authentication
credentials.

SIEM System (Security Information and Event Management): Gathers security-
focused information for the future analysis of security data to enable proactive threat

detection.

NIST SP 800-207 is crucial for understanding and implementing Zero Trust Architecture.

By adhering to the principles and guidelines outlined in this document, organizations can more

effectively safeguard their resources and data, defend against internal and external threats, and

enhance their overall cybersecurity posture.

2.6 Identity and Access Management (IAM)

Identity and Access Management (IAM) is one of the key technologies modern

enterprises use to ensure system and data security. IAM technologies cover various domains,

including single sign-on, MFA, and role-based access control. With the development of

artificial intelligence, blockchain technologies, and cloud computing, IAM systems
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continually evolve to meet the growing security demands and challenges. The functionalities
of IAM vary depending on the size and needs of the enterprise; IAM in large enterprises varies
from that in small organizations due to factors like technology, scale, use cases, complexity]
employed, and regulatory or legal obligations [35]. Through the use of strong IAM controls,
organizations can guarantee that access to their systems and data is limited to authorized users,
devices, and applications, thus boosting security and compliance.

Research by SO Olabanji et al. [72]emphasizes the growing role of intelligent
authentication in IAM, especially in cloud environments. This paper discusses how Al
technologies can enhance user authentication and access control, offering various methods to
improve system security and efficiency.

As technology advances and security needs increase, IAM has become increasingly
important in modern enterprises. These technologies effectively improve system security and
management efficiency. Enterprises of different sizes face unique challenges and requirements
when implementing IAM, but by integrating intelligent and unified IAM solutions, they can
significantly simplify identity management processes, enhance overall security, and meet
compliance requirements. In the future, with ongoing advancements in Al and other cutting-
edge technologies, [AM systems will continue to evolve, further enhancing enterprise security

and operational efficiency.

2.7 Account recovery

Account recovery is the process by which users regain access to their accounts when they
forget or lose their authentication information. This process is crucial for maintaining user
experience and security, especially as digital identities become increasingly important.
Currently, primary account recovery methods include answering security questions, email
verification, and SMS verification. However, these methods come with several security risks

and user experience challenges. For instance, security questions can be guessed or obtained
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through social engineering, and email and SMS verifications are vulnerable to man-in-the-
middle attacks or SIM card hijacking.

The study by A Biittner and N Gruschka. [73] reveals the practical application and
challenges of current MFA and account recovery methods. Through the analysis of Google
and Apple user accounts, the study provides valuable insights into MFA configurations and
account recovery options, emphasizing the necessity of improving these methods to enhance
security and user experience. The significance of this study lies in its demonstration of the
shortcomings of existing methods and its provision of reference points for future
improvements.

The application of FIDO2 in account recovery still faces several challenges, such as the
recovery process when a device is lost or when users switch devices, which can lead to
inconvenience and security vulnerabilities [35]. For example, when users lose the device
registered with the FIDO2 credential, they must rely on backup keys or other alternative
recovery options, which can be cumbersome and introduce additional security risks.
Furthermore, if users frequently change devices, they must reconfigure FIDO2 authentication
each time, increasing complexity and the potential for errors. These challenges require further
technical improvements and user education to ensure the effectiveness and convenience of
FIDO?2 in account recovery.

The study by J. Kunke et al. [74] evaluates 12 account recovery mechanisms in the
context of FIDO2 passwordless authentication. Despite the security benefits of FIDO2
passwordless authentication, its account recovery mechanisms present challenges. The study
highlights that current recovery methods have flaws, with some still relying on traditional
password methods. However, the research suggests several promising solutions, particularly
the FIDO2 backup token mechanism. Therefore, to promote the widespread adoption of
FIDO2 passwordless authentication, it is necessary to improve its account recovery

mechanisms.
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Chapter 3 Processes and Architecture

3.1 Key Features of B2C E-Commerce Platforms

Compared to B2B, B2C e-commerce requires a higher level of resilience to address
rapidly changing market demands and technological advancements. In B2B environments,
transactions typically occur between two businesses in a more controlled setting. In contrast,
the B2C environment is entirely different, catering to a large number of individual consumers
with frequent transactions. Since B2C platforms directly face end consumers, they need to be
more agile in responding to changing user demands. The primary challenge in B2C lies in
enhancing security without compromising user experience.

B2C platforms must continually adjust their security strategies to improve security while
maintaining a seamless user experience. Consumers in the B2C environment demand
convenience, and their needs and behaviors are highly variable. Therefore, security
technologies in B2C must offer robust protection while integrating with fast and convenient
user experiences. For example, FIDO2’s passwordless login and biometric technologies allow
users to experience quicker, simpler login processes while maintaining high security.
Additionally, MFA can dynamically adjust the strength of authentication based on user
behavior and risk, minimizing interference with routine operations. Zero Trust dynamically
modifies security policies according to user behavior and environmental factors, enabling

platforms to swiftly counter new threats.

3.2 Challenges in B2C E-Commerce Security

In B2C e-commerce, security, convenience, and usability are the three core issues. As
more consumers shop online and attack methods evolve, they face increasing security threats,

creating numerous challenges that need to be addressed. For instance, too many password and
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weak passwords are common problems. Consumers often need to remember multiple account
passwords [17], leading to inconvenience, a tendency to forget, and the use of weak
passwords, which increases the risk of attacks.

Another major concern is the rapid rise in phishing attacks, which has garnered
unprecedented attention [12]. Phishing can lead to severe consequences, as consumers often
find it difficult to distinguish between legitimate and fake websites. This can result in financial
losses and subsequent disputes, as well as the theft of personal information, leading to identity
theft or other forms of fraud. For e-commerce businesses, when consumers' personal
information is exposed in phishing attacks or financial losses are reported, the brand's
reputation suffers, and consumer trust in the e-commerce platform's security diminishes,
leading to a decline in customer confidence.

One challenge that FIDO2 faces in B2C e-commerce is account recovery [35]. Unlike
the B2B market, which typically involves long-term cooperation between enterprises and a
stable user base with relatively low account recovery needs, the B2C market is vastly different.
In a B2C environment, thousands of consumers create and use online accounts daily, with
diverse security needs and usage habits. Because consumers may lose devices, forget
passwords, or lose security keys, account recovery becomes a crucial issue in ensuring a
positive user experience and maintaining customer loyalty. If users cannot quickly and easily
recover their accounts, it may lead to customer attrition. This need for flexibility in responding
to user demand is especially important in environments where users may be unfamiliar with
recovery processes or the operation of FIDO2, or where they may use the same account on
multiple devices such as phones, tablets, and computers, increasing the complexity of
management and recovery. Therefore, account recovery processes must ensure security
without being overly complicated, to avoid negatively impacting user experience.
Additionally, offering multiple recovery options ensures that the overall architecture is

resilient enough to improve the success rate of recovery while adequately protecting user
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privacy by avoiding the over-collection or misuse of personal information.

When considering the application of security measures in B2C e-commerce, the
importance of resilience becomes even more critical. With the rise of phishing attacks and
other cyber threats, businesses must ensure that their systems can remain stable and
operational during attacks or other unforeseen events. Resilience not only involves the ability
to quickly resume operations but also includes the capability to prevent, detect, and respond
to threats. By having highly resilient systems and architectures, e-commerce platforms can
better protect consumer data and financial security, helping businesses maintain their
competitive edge and market position in the face of future uncertainties while providing users

with a safer and more convenient experience.

3.3 Balancing Security, Convenience, and Usability in

Modern E-Commerce

With the advancement of technology, the rise of 10T, cloud services, and remote work
has not only enhanced our quality of life but also introduced significant challenges,
particularly in information security. Traditional security architectures, such as firewalls, are
increasingly inadequate in dealing with the dynamic nature of modern cyber threats. As a
result, many companies have either adopted or are shifting toward a zero-trust architecture.
As we have discussed, the Zero Trust model, with its principle of "never trust, always verify,"
addresses the shortcomings of traditional perimeter-based security by offering enhanced
protection.

However, despite its many benefits, Zero Trust also introduces new challenges. These
include increased architectural complexity, a shift in mindset, and most notably, issues related
to convenience and usability. While the multi-layered security of Zero Trust enhances

protection, the constant need for verification at every step can reduce user efficiency. For
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instance, the requirement for continuous authentication may decrease user satisfaction, and
scenarios such as forgetting passwords or not having access to verification tools like USB
keys can impair usability. According to the comparative study conducted by Lyastani et al.
[37], it was found that although FIDO2 has gained widespread user acceptance, concerns

regarding its usability still persist.

Convenience

Security Usability

Figure 3.1 The Interplay of Security, Usability, and Convenience

As shown in Figure 3.1, there is often a trade-off between security, convenience, and
usability—enhancing security can negatively impact convenience and usability, and vice
versa. In e-commerce, it is crucial to provide users with a secure yet convenient experience
without compromising on any of these factors. To address the challenges posed by Zero Trust,
integrating FIDO2 can effectively increase convenience while simultaneously enhancing
security. Additionally, implementing MFA improves usability and overall system resilience.

Therefore, this thesis introduces the QuickSecure Access (QSA) architecture, which
balances security, convenience, and usability and enhances overall resilience. QuickSecure
Access (QSA) is designed to offer strong security while providing more flexible options to

reinforce usability and maintain a seamless user experience.
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3.4 QuickSecure Access (QSA) Process

In this section, we first introduce the complete process of the QuickSecure Access (QSA)
system and further elaborate on its structure and operational logic. Following this, we will
explain the parts that users will interact with, emphasizing that despite the complexity of the
overall process, which involves multiple steps, users can still complete registration, login, and

resource access through simple and fast actions in practice.
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Figure 3.2 QuickSecure Access (QSA) Process Flow Diagram
Figure 3.2 illustrates the complete flowchart of the QuickSecure Access (QSA) system.
This flowchart details how FIDO2, Zero Trust, and MFA technologies are integrated and
leveraged to protect access to critical resources, forming a comprehensive authentication and
authorization process.
The process begins with user registration, where FIDO2 is utilized. Users authenticate

themselves using devices such as a USB security key or smartphone, combined with biometric
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verification (e.g., fingerprint or facial recognition). The system then generates an asymmetric
key pair, with the public key (PK) securely stored on the FIDO server, while the private key
(SK) is kept on the user's device, completing the registration process. This process leverages
asymmetric encryption to ensure that the SK is never exposed to the network, significantly
reducing the risk of phishing attacks. Since the SK remains securely stored on the device and
authentication can only occur on legitimate websites, the security is greatly enhanced.

Once registration is complete, users can log in securely using the previously configured
device and authentication method. Upon successfully verifying the device and biometric data,
the system unlocks and pairs the SK with the FIDO server's PK for encryption. A successful
pairing grants the user access to the system. FIDO2 eliminates traditional passwords, which
cannot cope with modern cyber threats, while combining physical devices with biometric
verification greatly enhances the security and convenience of the login process.

After successfully logging in, when a user attempts to access purchase or perform certain
actions, the system conducts a risk analysis based on the transaction amount and frequency to
assess the severity of payment risk, thereby triggering the Multi-Factor Authentication (MFA)
process. The system provides four authentication factors: Something You Know, Something
You Have, Something You Are, and Somewhere You Are. Depending on the requested
resource's sensitivity and security requirements, the MFA system may require the user to
provide one or more authentication factors at different verification levels. For example, low-
risk verification might only require Something You Know (security question), and Something
You Have (OTP), mid-risk verification could require Something You Know (PIN code),
Something You Have (smart card), and Something You Are (Fingerprint recognition), while
access to high-risk resources would necessitate a combination of Something You Know (PIN
code), Something You Have (device), Something You Are (facial recognition), and
Somewhere You Are (IP address). Additionally, MFA offers a variety of account recovery

methods, enhancing the system's flexibility and resilience.
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After successful MFA verification, the request moves into the core of the Zero Trust
architecture. The Policy Enforcement Point (PEP) collects and analyzes the user's request
information and forwards it to the Policy Decision Point (PDP). The PDP conducts a
comprehensive assessment based on predefined security policies and dynamic contextual
information (e.g., user identity, geographical location, access time, and resource sensitivity)
and makes an authorization decision. Based on the PDP's decision, the PEP enforces the
corresponding actions, either granting or denying the request, ensuring that only requests that
meet all security policies are granted access to sensitive resources. The process ensures that
transactions comply with security regulations, safeguarding the integrity and confidentiality
of the transaction while adhering to relevant standards and regulations.

This complete process, through multi-layered authentication and real-time authorization
mechanisms, achieves high security, flexibility, and convenience in the system, effectively

addressing the common security challenges in B2C e-commerce.

3.4.1 Convenient and Secure Resource Access for Users

. . Using
Registration I—A device

Figure 3.3 User Sign-Up Process Diagram

Registration

Using Services
and Resources

A registration process is required when a user attempts to access resources for the first

Registration
Successful

time, as shown in Figure 3.3. During the registration process, the user only needs to
authenticate themselves using their device through biometric identification (e.g., fingerprint
or facial recognition) or a hardware security key (e.g., a USB security key or mobile device).
Once the registration process is completed, the user will be granted the corresponding access

rights to the resources.
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Figure 3.4 User Sign-In Process Diagram

Once the user has completed the registration process, they can log in to verify their
identity and gain access rights, as shown in Figure 3.4. During the login process, the user
simply uses the device and authentication method configured during registration (e.g.,
biometrics or a security key). Once the system confirms the user's identity, access to the
appropriate resources will be granted. This login method requires only the device and
authentication, improving security while simplifying the user experience by eliminating the

reliance on traditional passwords.
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Figure 3.5 User Access Request Process Diagram
After logging in, if a user wants to request access to resources, they must be verified to
successfully obtain permissions and access the resources, as shown in Figure 3.5. Under the

Zero Trust framework, when users request resource access, they must go through a Multi-
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Factor Authentication (MFA) process. There are four authentication factors to choose from:
"Something You Know" (e.g., password or PIN), "Something You Have" (e.g., smart card or
security key), "Something You Are" (e.g., fingerprint or facial recognition), and "Somewhere
You Are" (e.g., Wi-Fi or IP location). Once the user’s identity is verified through MFA, the
system grants access to the requested resources. This method ensures that every access request
undergoes strict multi-factor verification, significantly reducing potential security risks and

enhancing the system's resilience, enabling it to effectively defend against various threats.

3.5 QuickSecure Access (QSA) Architecture

The architecture of QuickSecure Access (QSA) is illustrated in Figures 3.6 and 3.7. These
diagrams highlight how each component interacts and collaborates to enable secure access
and efficient performance within the QSA system. Below, we will provide a detailed
explanation of the function, role, and importance of each component in the system as depicted

in the architecture diagrams.
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Figure 3.6 QuickSecure Access (QSA) System Framework Architecture Diagram

In the context of rapid digital transformation and the growing complexity of cyber
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threats, striking a balance between security, convenience, and usability has become
increasingly critical. To address these challenges, the QuickSecure Access (QSA) architecture
was developed to create a system that enhances user experience through greater convenience
and security by integrating three major security strategies: Zero Trust, FIDO2, and MFA.
The architecture comprises five main components: Zero Trust, FIDO2, MFA,
Management, and Operating System (OS). The Zero Trust component includes the Policy
Engine (PE) and Policy Management (PM), along with other critical elements such as
Microsegmentation, IAM [35][72], SIEM [70], Access Control, Trust Evaluation, and the
CDM System [70]. The Policy Management (PM) module is responsible for managing and
enforcing policies defined by the Policy Engine. Microsegmentation divides the network into
multiple smaller segments, each with its dedicated security controls and policies. Even if an
attacker compromises a specific network area, they cannot easily move laterally to other areas.
The role of microsegmentation is to limit the spread of threats, strengthen network isolation,
and enhance the overall network’s security posture and fine-grained security management.
Access control is a core mechanism of the Zero Trust architecture, managing who can access
which resources under specific conditions. This can be dynamically determined using Role-
Based Access Control (RBAC), Attribute-Based Access Control (ABAC), or contextual
factors (e.g., time and location). The key role of access control is to ensure that resources are
only accessible to authorized users, preventing unauthorized access and thereby protecting
sensitive data and system security. Trust Evaluation is a dynamic process that continuously
assesses the risk level of users, devices, and requests and adjusts access permissions based on
the current context and security status. It considers various factors, such as device health,
behavior patterns, and geographic location, to ensure that each access request is verified,
preventing improper access, and ensuring a secure and adaptive network environment. The
Payment Module is the core component for processing payment transactions, responsible for

receiving payment information from the client. It validates the authenticity of the payment
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data, processes the transaction outcomes, and returns the results to the client. This ensures that
the transactions adhere to security and compliance requirements, safeguarding both the
payment process and financial assets.

The FIDO2 component consists of three key elements: CTAP2, WebAuthn [30][36][37],
and the FIDO2 Server. The FIDO2 Server is responsible for handling security operations
during user registration and login processes. It generates authentication challenges, verifies
user signatures, and manages and stores public keys. The FIDO2 Server also interacts with
the application server to ensure the security and compatibility of user authentication.

The MFA integrates multiple factors to enhance security and resilience. Something You
Know [40-42] is handled by the Password Authentication Module, which processes the user's
input and compares it with the server data to verify identity. Something You Have [43-45] is
managed by the Hardware Authentication Module, which handles the physical security device
and uses encryption keys for authentication. Something You Are [46-50] is processed by the
Biometric Authentication Module, which employs biometric technologies to authenticate the
user, ensuring their biometric features match the registered data. Somewhere You Are [51-53]
is handled by the Geolocation Authentication Module, which collects and processes the user's
location data and compares it with the server policies to verify location. By combining these
factors, MFA significantly strengthens the system's security and resilience. Even if an attacker
gains access to one factor, they still face challenges with the others. Through secure and
diversified authentication methods, MFA strengthens both security and convenience while
greatly enhancing the overall resilience of the system.

The architecture introduces a significant innovation by integrating Zero trust, FIDO2 and
MFA functionalities into a unified framework. Rather than treating them as separate modules,
their overlapping components—such as hardware and biometric authentication—are
consolidated into a single workflow. This eliminates redundancy, simplifies implementation,

and enhances overall efficiency. Moreover, the architecture goes beyond merely placing Zero
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Trust, FIDO2, and MFA side by side, it strategically combines their workflows into a cohesive
process, allowing developers to avoid duplicative development efforts and streamline security
operations. By transforming multiple independent workflows into a singular, efficient process,
the architecture optimally addresses key challenges in security and usability. This innovative
design not only reduces development complexity but also improves scalability, making it a
comprehensive and practical solution for modern e-commerce security needs. For example,
we have consolidated the previously dispersed processes a, b, ¢, and d from Module A and
Module B into a unified Module C, enabling each process to independently handle its
respective tasks while sharing common module resources. Although the processes perform
distinct functions, the unified module architecture simplifies design, development, and
operational costs. For instance, processes a and ¢ no longer need to be redundantly
implemented in both Module A and Module B but are instead utilized as shared resources
within Module C. Furthermore, the unified Module C facilitates the seamless addition of new

processes (e.g., processes e or f).
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Figure 3.7 QuickSecure Access (QSA) Client Architecture Diagram

The API serves as the core module for data exchange between the client and server,
responsible for the unified management of all request transmissions. Acting as a bridge for the
entire architecture, it facilitates efficient collaboration among various functional modules and
the server. The Payment Input Module collects and encrypts users’ payment information, such
as credit card numbers, bank account details, or third-party payment credentials, securely
transmitting this data to the server-side Payment Module for processing. The Data Collection
Module gathers dynamic data related to user devices and behavior, forwarding this
information to the server-side Trust Evaluation and Access Control modules for real-time trust
scoring and authorization decisions. This process provides critical security insights, enabling
the server to conduct more granular and dynamic security assessments. The User Information
Module collects and processes users’ password inputs, transmitting them to the server for
authentication. Additionally, the GeolnfoCollector gathers and provides users' geographic

location data to support location-based security control policies, enhancing the authenticity of
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user identity and devices. This mechanism effectively mitigates security risks associated with
location-based threats.

FIDO2 Authenticator is the core component for enabling passwordless authentication by
using cryptographic keys to verify user identity. It can be a hardware device (such as a USB
security key) or a software solution (such as security modules built into mobile devices or
operating systems). Its primary function is to generate a unique public/private key pair. The
private key is securely stored on the user's device, whereas the public key is kept on the server
to authenticate the user during access requests. FIDO2 Authenticator plays a crucial role in
providing secure and convenient user authentication. In the QuickSecure Access (QSA)
framework, FIDO2 Authenticator strengthens the authentication process by ensuring dynamic
and trusted user verification for each resource access request. This method significantly
reduces the risks associated with password use and effectively mitigates common threats such
as phishing attacks and credential breaches.

QuickSecure Access (QSA) is broadly supported across multiple platforms, seamlessly
integrating into various operating systems, including macOS, 10S, ChromeOS, Windows,
Android, and Linux. This cross-platform compatibility ensures that FIDO2 authentication can
be utilized on a wide range of devices, from desktops and laptops to smartphones and tablets,
offering a consistent and secure user authentication experience. This multi-platform support
not only enhances user convenience but also provides greater flexibility for businesses and
developers when deploying security solutions, minimizing compatibility issues across

different operating systems.
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Chapter 4 Case Study

4.1 BeyondCorp

As companies increasingly adopt mobile and cloud technologies, traditional security
models have shown significant problems in this rapidly evolving era. With boundaries
becoming more blurred, the implementation and protection of perimeters have become
increasingly difficult. Once attackers breach these perimeters, they can relatively easily access
a company's internal network. Recognizing the changing enterprise environment and the rising
security threats, Google saw an urgent need for a more flexible and secure architecture to
protect its resources and users. Consequently, Google turned to the BeyondCorp security
model, driven by motivations such as the increasing trend of cloud adoption and mobile work,
the rise in security threats, and the need to improve user experience and efficiency.

Google's BeyondCorp initiative began as an internal project in 2009, following a highly
sophisticated APT cyber attack known as "Operation Aurora" [75]. In 2021, Google launched
the BeyondCorp Enterprise security model, a culmination of over a decade of restructuring its
internal security architecture into a zero-trust framework, which it had used internally for
many years. BeyondCorp enables Google employees to work securely from anywhere,
enhancing productivity while improving security. Initially used only within Google, the rise
in demand for zero trust has led Google to offer BeyondCorp as a service to the global market.
In BeyondCorp, the identity and security status of users and devices are key factors. By
directly connecting applications and resources to the internet, rather than through traditional
virtual private networks (VPNs), BeyondCorp eliminates many security vulnerabilities while
offering a better user experience and easier management.

Implementing BeyondCorp requires transitioning all company components to the

BeyondCorp architecture. However, moving every network user and application to the
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BeyondCorp environment in one go can pose significant risks to business continuity. To
minimize risks, a phased migration is recommended, which allows for effective change and
challenge management, ensuring smooth business operations. Google invested heavily in a
phased migration, successfully moving many network users to the BeyondCorp environment
with zero impact on productivity [76]. BeyondCorp enables Google employees to work
securely from anywhere, with the goal of allowing employees to work remotely without

needing a VPN, thus enhancing both security and productivity.

4.2 Cloudflare

Cloudflare [77], founded in 2010, is a global leader in network performance and security
platforms. The company offers a range of services designed to improve website performance,
availability, and security while reducing the risk of attacks. Cloudflare's network security
architecture originally featured a firewall paired with a VPN setup. Employees accessed
internal applications and servers through a VPN and, for certain applications, required two-
factor authentication (2FA) using authentication apps like Authy or Google Authenticator to
generate TOTP [78]. While this architecture appeared robust, its network security model was
weak.

Recognizing the limitations of VPNs, Cloudflare sought a more secure and scalable
solution, leading to the adoption of a zero-trust architecture and the launch of Cloudflare
Access. Cloudflare aimed to migrate to phishing-resistant MFA. With the rise of tools like
evilginx2 [79] and the increasing sophistication of phishing attacks targeting mobile
authenticators and TOTP, Cloudflare urgently needed a secure solution that could withstand
social engineering and credential theft attacks.

In 2018, Cloudflare began adopting FIDO-based security keys to transition from OTP to
phishing-resistant FIDO authentication. By leveraging FIDO2, Cloudflare strengthened its

authentication process to support its zero-trust model. Currently, all Cloudflare employees use
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FIDO?2 for secure multi-factor login, alongside Cloudflare's own Zero Trust products for
system authentication. This new architecture not only prevents phishing attacks but also

simplifies the implementation of least privilege access control [80].

4.3 National Government

As more private enterprises adopt zero-trust strategies, this approach is also taking root
in the private sector. The U.S. federal government has taken significant steps to actively
promote zero-trust security measures within its agencies. Over the past few years, the U.S.
has issued several directives aimed at gradually developing and effectively protecting
sensitive data and government information systems. In May 2021, the Biden administration
released an executive order requiring federal agencies to comply with NIST 800-207 as an
essential measure for implementing zero trust architecture., with the initial migration target
set for 2024. This directive also called for advancing zero trust architecture and outlined
specific steps to achieve this goal [81]. In October 2022, the Department of Defense released
a zero-trust strategy to realize the dozens of capabilities needed for what it calls "targeted zero
trust" [82].

Beyond the U.S., other governments are also actively pursuing zero-trust strategies and
planning their deployment. For example, the European Union established the EU
Cybersecurity Strategy in 2020, and China has formed the "Zero Trust Alliance" as part of its
strategic transformation. Taiwan, in alignment with its Sixth National Information and
Communication Security Development Program (2021-2024), is promoting the adoption of
zero trust networks within government agencies to enhance network and information security

infrastructure and services [83].

4.4 Cloud Computing

Amazon Web Services (AWS) [84] was established in 2006 and offers a broad range of
47



cloud computing products and solutions. AWS's traditional architecture primarily relies on
Virtual Private Clouds (VPCs), Identity and Access Management (IAM), and multilayered
security measures such as firewalls and encryption technologies. However, as threats become
more diverse and complex, the security model of perimeter protection is no longer sufficient
to secure distributed and dynamic cloud environments. Zero Trust can more effectively
address internal threats and protect access for remote workers [85].

AWS implements Zero Trust through various services and tools, including access control
via AWS Identity and Access Management (IAM), centralized single sign-on (SSO) services
provided by AWS IAM Identity Center, continuous threat monitoring and detection with
Amazon GuardDuty, and centralized security management and monitoring through AWS
Security Hub [86]. By leveraging these tools, AWS ensures the security of cloud

environments, adhering to the Zero Trust principle of "never trust, always verify".

4.5 Internet of Things (IoT)

Palo Alto Networks [87], founded in 2005, is renowned for its innovative network
security products and solutions, dedicated to helping enterprises protect their networks and
data from cyber-attacks. As an early proponent and market leader in enterprise firewalls, Palo
Alto Networks initially relied on perimeter firewalls and centralized control to secure internal
networks. However, with the increasingly complex threat landscape, modern cyber-attacks
have become more sophisticated and diverse, making traditional perimeter security models
less effective. Furthermore, with the rise of internal threats, relying solely on external defenses
is no longer sufficient, necessitating greater focus on the security risks within internal
networks.

As technology continues to evolve, traditional defenses are inadequate against various
security challenges. The growing number of employees working remotely, using cloud

services and mobile devices, has rendered traditional centralized security controls ineffective.
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Additionally, the rapid growth of IoT devices has increased potential entry points for network
attacks. These devices often lack sufficient security measures, making them potential targets
for cyber threats. In response, Palo Alto Networks introduced IoT Security [88][89], a security
solution specifically designed for IoT devices. This solution employs Zero Trust principles,
machine learning, and behavioral analytics to monitor and protect these devices. For example,
it utilizes App-ID technology and machine learning to precisely identify and categorize all OT
devices and IoT, and it detects abnormal behavior by identifying the normal behavior patterns
of these devices through machine learning and behavioral analysis. Palo Alto Networks has
evolved its security strategy to address modern cyber threats effectively. By integrating
advanced technologies such as machine learning, behavioral analytics, and Zero Trust
principles, the company provides comprehensive solutions that secure networks in an

increasingly complex and.interconnected digital landscape.

4.6 Medical

[Mlumio [90] is a cybersecurity company founded in 2013, specializing in micro-
segmentation and visualization. Its main product, the Adaptive Security Platform (ASP), uses
micro-segmentation to restrict the horizontal movement of threats., thereby protecting
workloads in data centers and cloud environments. Before adopting the Zero Trust
architecture, [llumio primarily relied on traditional perimeter security models, which are based
on the notion of trusting the internal network and protecting it from external threats. The
original architecture typically included firewalls, intrusion detection and prevention systems
(IDS/IPS), and virtual private networks (VPNs). However, with the increase in network threats
and internal threats, this architecture gradually revealed its limitations.

The proliferation of cloud computing and mobile work, along with more advanced
attacker techniques and growing internal threats, has necessitated a shift to the Zero Trust

architecture. Zero Trust, based on the principle of "never trust, always verify," requires
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authentication and authorization for every access request, no longer assuming the internal
network is secure. This approach more effectively protects enterprises from both internal and
external threats. [llumio’s micro-segmentation technology is a crucial component of the Zero
Trust architecture [91], ensuring only authorized communications are allowed by restricting
lateral movement between workloads, thereby providing finer-grained security protection.

In the healthcare sector, [llumio applies its Zero Trust Segmentation technology to protect
electronic health records (EHR) systems, medical devices, and sensitive data [92]. By
implementing micro-segmentation, [llumio helps healthcare organizations secure their critical
assets and data against evolving threats, ensuring compliance with stringent regulatory

requirements and enhancing overall cybersecurity posture.

4.7 Banking

Bank of America [93], one of the largest financial institutions globally, was established
in 1784. Like most banks, Bank of America primarily relied on traditional password
authentication systems and one-time passwords (OTPs) sent via SMS or email as additional
security measures. While these methods are common, they carry certain security risks, such
as password theft or phishing attacks.

Traditional password authentication methods are susceptible to various attacks. FIDO2
significantly enhances security through biometrics and hardware security keys while meeting
user demands for passwordless login. This approach offers a more convenient authentication
experience and reduces the hassle of remembering passwords. Bank of America supports the
use of FIDO2 security keys, such as YubiKey [94][95]. These keys require users to insert the
device and authenticate using a fingerprint during login. This method not only provides a more
convenient authentication process but also enhances security protection.

Based on the summarized case studies above, Table 4.1 illustrates the use of FIDO2, Zero

Trust, and MFA technologies by various companies across different domains. This table
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includes examples of each company's products in B2B, national government, cloud
computing, [oT, medical, and banking sectors. For instance, Cloudflare Access has extensively
integrated FIDO2, Zero Trust, and MFA technologies into its internal operations, enhancing
the security and efficiency of its internal systems. AWS has implemented Zero Trust to protect
its distributed and dynamic cloud environment, making it more effective at addressing internal
threats and securing access for remote workers.

The information presented in this table not only showcases how different companies
implement these technologies across various fields but also provides valuable references.
Therefore, this paper proposes QuickSecure Access (QSA) for e-commerce applications to
effectively apply these technologies within the B2C sector. Given the unique high traffic and
variable user behavior patterns in e-commerce, security and user experience become critical
issues. By integrating FIDO2, Zero Trust, and MFA technologies to address these challenges,
we can significantly improve the overall security and user satisfaction of e-commerce
platforms, offering a more secure, convenient, and accessible comprehensive e-commerce
solution.

For instance, Cloudflare employs physical security keys in its FIDO2 implementation,
while Bank of America utilizes biometric authentication for online verification. In contrast,
the QSA architecture combines mobile devices with biometrics to tackle these security
challenges more effectively. Mobile devices, which are ubiquitous and carried by users daily,
eliminate the inconvenience of carrying additional physical keys. Meanwhile, the use of
biometrics enables more precise identity verification. Compared to the solutions offered by
Cloudflare and Bank of America, the QSA architecture demonstrates superior performance in

both security and convenience.
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Table 4.1 FIDO2, Zero Trust, and MFA Technology Applications Across Different Domains

Product Domain FIDO2 Zero Trust MFA
BeyondCorp Enterprise Web Service v v
Cloudflare Access Web Service 4 v 4
National Government Government v
Amazon Web Services Cloud Computing v v
IoT Security IoT v
Adaptive Security Platform Medical v
Bank of America Banking 4 v
QuickSecure Access (QSA) E-commerce v v 4
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Chapter 5 Conclusion

In this paper, we explored the integration of Zero Trust, FIDO2, and MFA in B2C e-
commerce environments to address the evolving challenges of cybersecurity. Traditional
security measures have become inadequate in combating increasingly sophisticated threats,
particularly in the B2C domain where balancing security, convenience, and usability is
paramount. B2C platforms require robust security frameworks that do not compromise the
seamless user experience.

Through the introduction of the QuickSecure Access (QSA) architecture, this research
provides a comprehensive solution, leveraging Zero Trust's continuous verification, FIDO2's
passwordless authentication, and MFA's dynamic adaptability. The QSA architecture not only
enhances security but also ensures resilience, convenience, and usability, making it a suitable
model for consumer-centric environments.

This study fills a critical gap in current literature by addressing the integration of these
technologies within the context of B2C e-commerce. In the future, as technology continues to
evolve, the QSA architecture has the potential to set new standards for e-commerce security,

providing users with a safer, more convenient, and trustworthy network environment.
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Chapter 6 Future work

To continuously enhance security and user experience in B2C environments, future
research should focus on improving account recovery mechanisms, enhancing user
experience, Al automation, and quantum cryptography. First, improving account recovery
mechanisms is crucial for increasing user trust, requiring a balance between security and
convenience. Additionally, enhancing user experience by reducing cumbersome processes can
better meet the demand for convenience. Al automation can be applied to real-time risk
assessment, automatic adjustment of security policies, and access control, allowing for more
flexible responses to changing threat environments and significantly enhancing the system's
dynamic defense capabilities. Finally, the integration of quantum cryptography can effectively
counter future threats posed by quantum computing to existing encryption technologies,
ensuring long-term security. These research directions will provide B2C e-commerce

platforms with more comprehensive and advanced security protection.
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